[okymeHT npepoctasneH KoHcynbTaHTInt0C

3apeructpupoBano B Muntocte Poccuu 31 mast 2013 1. N 28608

OEJEPAJIBHASA CJIIYKBA 11O TEXHUYECKOMY U 3KCIIOPTHOMY
KOHTPOJIIO

IMPUKA3
ot 11 ¢eBpanst 2013 r. N 17

OB YTBEPXXJIEHUU TPEBOBAHUM
O 3AIIIUTE UH®OPMAIINU, HE COCTABJISIIOIIEN
IT'OCYJAPCTBEHHYIO TAWHY,
COJIEPKAIIENCS B TOCYJAPCTBEHHBIX TH®OPMAIIMOHHBIX
CUCTEMAX

Cnucok U3MEHSIOMIMNX JOKYMEHTOB
(B pen. ITpukazoB ®CTIK Poccun ot 15.02.2017 N 27,
ot 28.05.2019 N 106, ot 28.08.2024 N 159)

B cootBercTBUU € yacThio 5 crathu 16 DepepaibHOrO 3akoHa OT 27 HIOJA
2006 1. N 149-03 "O6 undopmaiiuu, “HGOPMAITMOHHBIX TEXHOJOTHUSIX U O 3aIUTE
unopmaruu" (Cobpanue 3akoHogarenbcTBa Poccuiickort denepanuu, 2006, N
31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N
31, crt. 4328) u Ilonoxenuem o denepanbHON chyX0€ MO TEXHUYECKOMY U
DKCIIOPTHOMY KOHTPOJIIO, YTBEPKIACHHbBIM YKa3zoM IIpe3uaenra Poccuiickon
Oeneparun ot 16 aBrycra 2004 r. N 1085 (CobOpanue 3akoHOAATEIHCTBA
Poccuiickont ®enepanun, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43,
cT. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), nmpuka3biBalo:

1. YrtBepaute mupmiaraemeie TpeOoBaHus o 3amuTe HHPOPMAIMH, HE
COCTaBIIOUIEN TOCYIApCTBEHHYIO TalHYy, COJEpXKAlEHcs B TOCYIapCTBEHHBIX
WH(POPMAITMOHHBIX CUCTEMaX.

2. YCTaHOBHTB, UTO YKa3aHHBIC B MyHKTE | HacTosAIIEro nprukasa TpeOoBaHmMsI
MPUMEHSIOTCS IS 3aIUThl HH()OPMAITUU B TOCYJAPCTBEHHBIX WH(POPMAIITMOHHBIX
cucreMax ¢ 1 centsops 2013 T.

Jupekrop

denepasibHOM CITy>KOBI IO TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH
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YTBepKAEHbI
npukazom OCTIK Poccun
ot 11 dgespans 2013 r. N 17

TPEBOBAHMUS
O 3AIIIUTE NH®OPMAIIUU, HE COCTABJIAIOIIENA
T'OCYJAPCTBEHHYIO TAHHY,
COJIEP)KAIIEMACS B TOCYJAPCTBEHHBIX THO®OPMAIIMOHHBIX
CUCTEMAX

Cnucok U3MEHSIOIUX JOKYMEHTOB
(B pen. IIpukazoB @®CTIK Poccuu ot 15.02.2017 N 27,
ot 28.05.2019 N 106, ot 28.08.2024 N 159)

1. O01mue mos10KeHUA

1. Hacrosimue TpeGoBanusi pa3paboTaHbl B COOTBETCTBUU ¢ DenepanbHBIM
3akoHOM OT 27 utonst 2006 r. N 149-03 "OO6 undpopmanuu, HHPOPMAITMOHHBIX
TexHosorusix W o 3ammTte wuHpopManuu" (CoOpaHue 3aKOHOMATETHLCTBA
Poccuiickont denepanun, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15,
ct. 2038; N 30, ct1. 4600; 2012, N 31, cT. 4328), a Tak)Ke C y4€TOM HAIlMOHAIbHBIX
crannaptoB Poccuiickoit ®enepanu B 00JacTH 3alllMThl MHPOpMAIUU U B
00JlaCTH CO3AaHMUsl ABTOMATU3WPOBAHHBIX CHUCTEM (llajee - HalUMOHAIbHbIC
CTaHAApTHhI).

2. B noxkymeHTEe yCTaHaBIMBAIOTCS TpeOOBaHUS K OOECIEUYEHHUIO 3alUTHI
uHbOpMallMM ~ OTPAaHUYEHHOTO  JIOCTyNa, HE  CoJep)Kaulell  CBeAEHHs,
COCTaBJISIIOLIUE TOCYJApPCTBEHHYIO TalHy (fajiee - MHQpOpMAIMs), OT YTEUKH IO
TEXHUYECKUM  KaHajaM, HECaHKIMOHUPOBAHHOTO  JOCTYIA, CIEHHUAIbHBIX
BO3JICMCTBUM Ha Takyloo HHopManuio (HOCUTENIM HWH(OpMalMM) B IEIIX €e
N0OBbIBaHUS, YHUUTOXXECHHS, UCKOXKEHHS WM OJOKMPOBAHMS JOCTYIA K HeWl (naee
- 3amMTa UHpoOpMalmu) Tmnpu oO0paboTke yKa3zaHHOW wuHGOpMalUK B
rocyJapCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEMaX.

Hacrosime TpeOGoBaHUsI MOTYT MPUMEHSITHCS JJIsl 3alIUTHI OOIIEAOCTYITHOM
nHpopMaruu, cojepKaIieics B rocy1apCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEMaX,
JUIE JTIOCTHKEHMS 1IeJied, yKa3aHHbIX B NyHKTax | m 3 yactu 1 cratbu 16
®enepanpHoro 3akoHa or 27 wutong 2006 r. N 149-®3 "O6 wundopmaruwy,
MH()OPMAITMOHHBIX TEXHOJOTUSX U O 3allliTe UHpopmaluu'.
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B nokymente He paccMaTpuBarOTCs TpeOOBaHWS O 3amUTe WHQPOpPMAIHH,
CBSI3aHHBIE C IPUMEHEHHUEM KPHUIITOTpapruecKuX METOJOB 3alUThl HH(OpMAIUH
U U(POBATIBHBIX (KPUIITOrPAPUUECKUX) CPEJCTB 3aITUTHI HH)OPMAIIUH.

3. Hactosimue TpeOoBaHus SBISIOTCA 00s3aTeNbHBIMU TPU  00pabOTKe
uHbOopMaIuu B roCcyJapCTBEHHBIX MH(OPMALIMOHHBIX CUCTEMAX,
dbyHKIMOHUpYIOIMX Ha Tepputopun Poccuiickoit ®exepanuu, a Takke B
MYHUIIMIIAJbHBIX WH(OPMALIMOHHBIX CHUCTEMaX, €CIM HHOE HE YCTaHOBJIEHO
3aKkoHoAaTenbCcTBOM Poccuiickon denepannu 0 MECTHOM CaMOYIIPABIICHUU.

Hacrosiumme TpeOoBaHMs HE paCOpOCTPAHSIOTCS HA TOCYJApPCTBEHHBIE
nHpopmarimonHeie  cuctemMbl ~ AnMmuHucTparuu  IIpesunenta  Poccuiickoi
Oenepannu, Copera be3omacHoctu Poccuiickoit @enepannn, DenepaibHOro
Cobpanust Poccuiickoit ®denepauuu, IlpaBurensctBa Poccuiickoit ®denepanum,
Konctutynmonnoro Cyna Poccuiickoii  ®enepauun, BepxoBHoro Cyna
Poccuiickoit @enepannu u denepanpHoil ciyx0bl Oe3omacHocTH Poccuiickoit
denepanum.

(B pen. IIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

4. Hacrosmue TpeGoBanus mpeaHa3HAuYCHbI Ui o0anareneii mHbopMaImm,
3aKa34MKOB, 3aKIIOYMBIIAX  TOCYIJApCTBEHHBIM  KOHTPAKT Ha  CO3JaHHE
rocyAapCTBEHHOW MH(OPMAIMOHHOW CUCTEMBI (Jajiee - 3aKa3uuKu) U OMepaTopoB
roCyAapCTBEHHBIX NHGOPMAIIMOHHBIX CUCTEM (J]ajiee - OIIEpaTOpPhl).

Jlumo, oOpabaTeiBaroiiee WHGOPMAIHIO, SIBISIONIYIOCS TOCYAapCTBEHHBIM
WHOOPMAITMOHHBIM ~ PECYpPCOM, TI0O TIOPYYECHHIO oOsamarenss HHPpOpMaluu
(3akazuuka) Wik omneparopa W (WIM) MPEAOCTABISAIONIEE UM BBIUMCIUTEIbHbBIC
pecypchl (MOITHOCTH) JyIsi 00paboTKK MH(GOPMALIMK Ha OCHOBAHUU 3aKJIIOUYEHHOTO
JIOTOBOPA (Jaj1ee - yIOoJHOMOYEHHOE JIUI0), 00ecleurnBaeT 3aluTy HH(popMaluy B
COOTBETCTBHH C 3aKOHOJATeIhCTBOM Poccuiickoit ®@enepanuu 06 uHboOpMaluy,
WH(POPMAIIMOHHBIX TEXHOJIOTUAX U O 3amuTte uHpopmammu. B qoroBope momkna
OBITh TMPEAYCMOTpPEHa OO0SI3aHHOCTh YIOJHOMOYEHHOTO JUIla 00ecreuynBaTh
3amuTy HMHGOPMAIMM, SBISIONICHCS TOCYIapCTBEHHBIM HWH(GOPMAIMOHHBIM
pecypcoM, B COOTBETCTBHH C HACTOAIUMHU TpeOdoBaHUAMHU.

5. Ilpu o00paboTke B TOCYJAapCTBEHHOW HWH(POPMAIMOHHOW CHCTEME
uHbOpMaIliKU, CoJepX alleld TepCOHANbHbIE [aHHBIe, HacTosAume TpeboBaHus
MPUMEHSIOTCS] Hapsily ¢ TpeOOBaHUSIMH K 3aIUTE MEPCOHATBHBIX JTaHHBIX MPU HX
o0paboTke B  WH(POPMAIMOHHBIX  CHUCTEMaX  MEPCOHAIBHBIX  JIaHHBIX,
YTBEpPXKIAEHHBIX IocTaHoBiieHHeM [IpaButensctBa Poccuniickon ®enepaunu ot |
HOs10pst 2012 1. N 1119 (Cobpanue 3akoHonarenbctBa Poccuiickoit denepaiu,
2012, N 45, ct. 6257).

6. Ilo pemenuto oOnamarens uHboOpMaIUMU (3aKa3uMKa) WM OIlepaTopa
Hactosime TpeOoBaHHMS MOTYT TPUMEHSATHCS JUIs  3alllUThl  MHQPOpPMAIIUU,
COJIeprKalllelicsl B HEroCYIapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX.


https://login.consultant.ru/link/?req=doc&base=RZR&n=213978&dst=100010
https://login.consultant.ru/link/?req=doc&base=RZR&n=137356&dst=100009

7. 3ammra  wHbOpMAIUMH,  COJAEpXAIIEHCs B  TOCYJapCTBEHHOU
nH(popMaImoHHOM cucteme (nanee - HHGOPMaAIMOHHAS CUCTeMa), 00ecIeunBaeTCs
MyTeM BBITIOJHEHUsA oOnamareneM wuHbopManuu  (3aKa3uukoM) U (WIH)
orepaTopoM TpeOOBaHUN K OpraHU3aIlMH 3alUThl HHPOPMAIIH, COJACpKAIICHCs B
nH(pOpMAITMOHHON cucTeMe, U TpeOOBaHMM K MepaM 3alluThl HHOOpPMAaINH,
coJieprKallieiicss B MHPOpMaIlmOHHOM cucTeMe.

I1. TpeGoBaHus K OPraHu3anMu 3a1IUTHI HH(POPMAIIUH,
cojeprkaiecss B UHPOPMAIMOHHOM cucTEMe

8. B undopmanmonHo# cucreMe 00beKTaMU 3allUTHI SBISIOTCS HWHOpMAIus,
coJepkamiasicss B MHPOPMAIMOHHON cHCTEMe, TEXHHYECKHE CpeAcTBa (B TOM
YHCJie CPEICTBA BBIUYMCIUTEIbHON TEXHUKU, MAIIMHHBIE HOCUTENU HH(pOpMaluH,
CpeICTBA ¥ CHCTEMBI CBSI3M W Tepeladyd JaHHBIX, TEXHUYECKHE CpPelCTBa
00paboTKN OYKBEHHO-IIU(GPOBOI, rpad)uuecKoi, BUIEO- U peyeBOd HHPOpMaLUN),
o0IecucTeMHoe, TMPHUKJIAJHOE, CIEeNUalbHOEe MPOrpaMMHOE OOEecCIeueHue,
nHGOPMAIIMOHHBIE TEXHOJIOTHH, a TAK)KE CPEJICTBA 3AIUTH HHPOPMAITIH.

9. Jna oOecriedyeHust 3amMThl  HMHPOpPMALIUM,  COJAEpXKalleWcsd B
UHPOPMALlMOHHOM  CHUCTEME,  OIEepaToOpoM  Ha3zHa4yaeTcs  CTPYKTYpPHOE
noJipa3esieHue UM JOJDKHOCTHOE JHIO (pabOTHHK), OTBETCTBEHHBIE 3a 3aLIUTY
uHdopmaIum.

10. Jlns mpoBenenust paboT 1Mo 3ammre WHPOpMAIMU B XOJE CO3MAaHUS U
AKCIUTyaTalli  UHQPOPMAIMOHHON  CHCTEeMbl  oOnagaTtenemM  uHGOpMAIUU
(3aKa34yuKOM) U OMEPATOPOM B COOTBETCTBUHU C 3aKOHOJATEILCTBOM Poccuiickoi
denepani  TpU  HEOOXOJIMMOCTH TPUBJICKAIOTCS OPTaHU3aIluU, HMMEIONNe
JUIEH3UIO Ha JIEATeNbHOCTh [0 TEXHUYECKOM 3amuTe KOH(PHUACHIIUATHHON
uH(popmaiuu B coorBeTcTBUU ¢ DenepanbHbiM 3akoHOM OT 4 mast 2011 r. N 99-03
"O  NMIEeH3UpOBaHMM  OTHENbHBIX  BUJOB  gestenbHocTu"  (CoOpaHue
3akoHojatenbeTBa Poccuiickoit denepanuu, 2011, N 19, ct. 2716; N 30, cT. 4590;
N 43, ct. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9,
cT. 874).

11. Jns obecnedyeHuss 3amMThl  HMHPOPMALMM, COJEpXKalleWcs B
WHOOPMAITMOHHOW CHUCTEME, TPUMEHSIOTCS CPEACTBa 3alluThl HWH(POPMAIIUH,
MPOIIEIINE OICHKY COOTBETCTBUS B ¢opMme 00s3aTeNbHOM cepTUdHKaMK Ha
COOTBETCTBHE TPEOOBAHUAM IO OE30MAaCHOCTH MH(OPMAIMM B COOTBETCTBHUU CO
ctatbeil 5 @DenepanpbHOro 3akoHa oT 27 paekadps 2002 r. N 184-®3 "O
texHuueckom perynupoBanun" (CoOpaHue 3akoHOAATENbCTBA Poccuiickoit
®enepanuu, 2002, N 52, ct. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008, N
30, cT. 3616; 2009, N 29, cT. 3626; N 48, ct. 5711; 2010, N 1, cT1. 6; 2011, N 30,
ct. 4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, ct. 4322; 2012, N 50, cT.
6959).


https://login.consultant.ru/link/?req=doc&base=RZR&n=454666&dst=100105
https://login.consultant.ru/link/?req=doc&base=RZR&n=471095&dst=180

12. 3ammra wHbOpManuu, coaepkamieiics B MH(GOPMALMOHHON CHUCTEME,
SBJIIETCSI COCTAaBHOM 4YacThio pabOT 1O CO3JAaHUI0 M DKCIUTyaTaluu
WH(POPMAIIMOHHOW CHCTEMBbI M OO0ECIeurMBaeTCsd Ha BCEX CTaausax (dTamax) ee
CO3J]aHusl, B XOJ€ JKCIUTyaTalldd W BBIBOJIA U3 IKCILIyaTalldud IMyTeM MPUHATUA
OpPTaHU3AIMOHHBIX U TEXHUYECKUX MEP 3allUThl MH(GOPMAIH, HAPABICHHBIX Ha
OJiokupoBaHue (HEUTpanM3alnuioo) yrpo3 Oe3omacHOCTH  HHGOpPMAIUU B
MH)OPMAIMOHHOW CHUCTEME, B paMKaX CHUCTEMbl (IIOJACHCTEMbI) 3alIUThI
uHbopMaluu HHHOPMALIMOHHON CUCTEMBI (J1ajiee - cucTeMa 3aluThl HHpopManuu
UH(OPMAITMOHHON CUCTEMBI).

(B pen. IIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

OpraHu3alliOHHbBIE M TEXHHYECKHME MEphl  3aIlUThl  HH(pOpMAIUH,
peanu3zyemMble B paMKax CHUCTEMbl 3alUThl HMHPOpMaLUU HHPOPMALUOHHOU
CUCTEMbBI, B 3aBUCUMOCTH OT MH(pOpMalLIUU, COAepxk alieiics B uH(OOPMAIMOHHON
cucreMe, Lener coznanusd MHGOPMAIIMOHHOM CHCTEMbl M 3a]1a4, PelIaeMbIX 3TOU
UH(OPMAIMOHHOW CUCTEMOM, TOJ>KHBI OBITh HAIIPABJIEHBI HA UCKIIIOYECHUE:

HEMPaBOMEPHBIX  JOCTyNa,  KONMUPOBAHHS,  NPEIOCTaBICHUS WM
pacnpoCTpaHeHUs nHpOopMau (obecnieueHnE KOH(PHUIESHIIHAIIBHOCTH
uHdopMaIun);

HEMPABOMEPHBIX YHUYTOKCHHSI WM MOAUGUIIUPOBaHUS WHGPOpMAIIUU
(obecnieyeHue 1eIOCTHOCTH UHPOPMAIIUN);

HerpaBoMepHoro OJokupoBaHusi uHMopmaruu (oOecredeHue JAOCTYIMHOCTH
uHbopMaIum).

13. Jns obecnedenuss 3amuThl  HMHPOpMAUMU, COAEpXKalIEWcs B
MH(OPMAIMOHHOW CUCTEME, TPOBOJATCS CIAEAYIOIINE MEPOTIPUSITHS:

dbopmupoBaHre TpeOOBaHWM K 3amuTe HHOOPMALUM, COACpPKAIICHCS B
UH(OPMAITMOHHON CUCTEME;

pa3paboTKa CUCTEMBI 3aIUThl HH(OPMAIIMK HHPOPMALIMOHHON CUCTEMBI;
BHEJIPEHUE CUCTEMBI 3aIlUThl HH(OPMAIIMK HHPOPMALIMOHHON CUCTEMBI;

arrecTansi MHGOPMAIIMOHHONW CHCTEMBbl 1O TPEOOBAHUSM  3alUTHI
uHpopmaruu (nanee - arrecranuss UHOOPMALIMOHHOW CHUCTEMbI) M BBOJ €€ B
JICHCTBUE;

obecrieyeHue 3amuThl UHPOPMAIUU B XOJAE JKCIUTyaTalldd aTTECTOBAHHOMN
UH(OPMAITMOHHOW CUCTEMBI;

o0OecrieyeHre 3alluThl MHGPOPMAUU MpPU BBIBOJE U3 IKCIUTyaTalUH
aTTECTOBAaHHOW WMH(OPMAIMOHHOW CUCTEMbI WJIM TOCIE MNPUHATHS pElIeHus 00
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OKOHYaHUU 00pabOTKU HH(OpPMAITIH.

®opMmupoBaHue TPeOOBAHUI K 3amIuTe HHPOPMAIIUH, COAEPKAIEHCS
B MHPOPMALIMOHHOM CUCTEMeE

14. ®opmupoBanue TpeOboBaHUN K 3amuTe WH(DOpPMAIMH, COAEpIKAIICHUCS B
WHPOPMAITMOHHONW  CHUCTEME, OCYIIECTBIsIeTCS  obOnagareneM  uHMOpMauu
(3aKa34YHUKOM).

dopmupoBaHue TpeOOBaHMI K 3aluTe HHPOpPMAIUH, COJAEpXKallelcs B
nHpopMarimoHHoM cucreme, ocymectpisieTcss ¢ yueroM ['OCT P 51583 "3amura
uHpopmaruu. [lopsaok co3gaHusi aBTOMATU3UPOBAHHBIX CUCTEM B 3alIUILIEHHOM
ucnogHenuu. O6mue nonoxenus" (manee - OCT P 51583) u 'OCT P 51624
"3amura wuHbOpManuu. ABTOMATHU3UPOBAHHBIE CHUCTEMbl B  3alUIICHHOM
ucnionnennu. OOmume TpeboBanus" (manee - 'OCT P 51624) u B Tom uwmcie
BKJIFOYAET:

MIPUHATHE PEIICHUS 0 HEOOXOIMMOCTH 3aIIUThI HH(OPMAIINH, COIePIKAIICHCS
B MH(POPMAITMOHHOM CUCTEME;

KiIaccuukanuo HMHPOPMAIMOHHON CHCTEMBI MO TPEOOBAHUSM 3aIUTHI
uHpopmaluu (anee - Kinaccupukanus UHPOPMALIMOHHON CUCTEMBI);

ompenesieHne yrpo3 0Oe3omacHOCTH HHGOpPMAIlUM, peanu3alus KOTOPBIX
MOJKET NMPUBECTU K HApPYIIEHUIO Oe30MacHOCTH MHPOpMaIuu B HHOOPMALIMOHHON
cucTemMe, M pa3paboTKy Ha KX OCHOBE MOJIEIH YIpo3 0€30MacHOCTH HH(OpMAITNH;

ompeneneHrue  TpebOBaHMM K CHUCTeME  3allluThl  HWHpOpMaluu
UH(OPMAIMOHHOW CUCTEMBI.

14.1. Ilpy mpuHATHU peUIeHUS O HEOOXOJWMOCTH 3alUThl MH(POPMAIIUU,
cojieprkaleicss B MHPOpMaImOHHON CUCTEME, OCYIICCTBIISCTCS:

aHanu3 Uened co3gaHuss MHPOPMAMOHHOM CUCTEMBI M 3aJad, pPEIIaeMbIX
ATOW MHPOPMALIMOHHOMN CUCTEMO;

onpeneneHne uHdopmaimu, mojayiexanieii oopaborke B WHOOPMAIMOHHOU
CUCTEME;

aHaJIU3 HOPMATHBHBIX IIPABOBBIX AaKTOB, METOJWYECKHX JOKYMEHTOB U
HAIlMOHAIbHBIX CTaHAapTOB, KOTOPBIM JOJIKHA COOTBETCTBOBATH
uH(OpMaAIMOHHAS CUCTEMA;

NPUHATHE pEIIeHUST O HEOOXOJUMOCTH CO3JaHUsl CHCTEMbl 3allUThI
uHpopmaIuu UHPOPMAIIMOHHON CHUCTEMBI, a TAKXKE OTpeJeIeHHe 1eleil u 3aaa4
3aluUThl UHGOpMaIMKU B MHOOPMAIIMOHHON CUCTEME, OCHOBHBIX ATAlOB CO3JaHUs
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CUCTEMBI 3allUThl WHGOPMALUU HHPOPMAUMOHHOW CHCTEMbl W (DYHKUUN 1O
o0ecrieueHnI0 3aluThl MHPOpPMAalUU, CcoJepXKalleics B HH(PpOPMAMOHHON
cucreme, obnagatens nHbopMalyu (3aKa3zurka), orneparopa U yHoJTHOMOUYEHHBIX
JIMIL.

14.2. Knaccudukamuss wHOOPMAIIMOHHOW  CHUCTEMBbI  IPOBOJAMUTCS B
3aBUCUMOCTH OT 3HaYMMOCTH 00OpabaThiBaeMOil B Hell mH(popmaiuu u macmrabda
uH(GOPMAIIMOHHON cUCTEeMBI ((perepalibHbIi, pernoHaIbHbIN, 00BEKTOBBIH).

VYcTaHaBIMBarOTCS TpU KJIacca 3allUIEHHOCTH WH()OPMAIMOHHOW CHUCTEMBI,
OTIPEICIISIIONIME YPOBHU 3alllMIIEHHOCTH COJepIKalelcss B Hed HH(pOpMaIUU.
Camblii HU3KUM KJIACC - TPETUM, CaMblid BBICOKUH - nepBbii. Kiacc 3aiuieHHoCcTH
WH(POPMAITMOHHOM CUCTEMBI ONPEIEIIIECTCS B COOTBETCTBUM C TpuiiokeHueM N 1 k

HacToAmMM TpeboBaHUSAM.
(B pen. IIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

Knacc 3amumieHHoctu ompezaensercs st UHGOPMAIMOHHONW CHUCTEMBI B
LEJIOM M, NPU HEOOXOAMMOCTH, JUIsl €€ OTHEIbHBIX CErMEHTOB (COCTaBHBIX
yactel). TpeOoBaHME K KIAcCy 3alIMILIEHHOCTH BKIIOYAETCSI B TEXHUYECKOE
3aJlaHue Ha co3jaHrue MHGOPMAIMOHHONW CHCTEMBI U (WMJIM) TEXHUYECKOE 3aJIaHHe
(4acTHOE TEXHMYECKOE 3aJJaHME€) Ha CO3[]aHME CHUCTEMbl 3alllUThl MH(OpManuu
uH(pOpPMAIMOHHOW cucTeMbl, pa3pabatbiBaembie ¢ yderom ['OCT 34.602
"Mndopmanmonnas texnonorusi. Komruiekc cran1apToB Ha aBTOMaTU3UPOBAaHHBIE
cucteMbl. TexHUYecKkoe 3aJaHue Ha CO3JaHUE AaBTOMAaTU3MPOBAHHON CHUCTEMBI"

(manee - 'OCT 34.602), 'OCT P 51583 u I'OCT P 51624.

Knacce 3amumenHocTr MH(QOPMAIMOHHONW CHUCTEMBI TMOJJICKUAT TEPECMOTPY
Opy HU3MEHEHUM Maciitaba HHQOPMALMOHHOM CUCTEMbl WM 3HAYMMOCTHU
o0OpabaTbiBaeMOil B HEM HHPOPMALIUU.

PesynbraTel kiaccupukanuu UHOOPMAIMOHHOW CHUCTEMBI O(QOPMIISIOTCS
aKTOM KJIacCU(UKAIIH.

Krnacc 3amumieHHOCTH HMH(DOPMAIIMOHHOW CHUCTEMbI, (DYHKIIMOHUPOBAHHUE
KOTOpOW mpennosaraercs Ha 0a3ze HHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHON
UHQPACTPYKTYPHI LIEHTpa 00pabOTKH JaHHBIX, <> He JTOJHKEeH ObITh BBIIIE Kilacca
3aIIUIIEHHOCTH  MHPOPMALMOHHO-TEIEKOMMYHHUKAIMOHHOW  MH(QPACTPYKTYpPhI
IeHTpa 00pabOTKMU JaHHBIX.

(a63an BBeneH [pukazom ®CTIK Poccun ot 28.05.2019 N 106)

<1> Ilyskr 5.3 Meroau4eckux yKa3aHWM IO OCYIIECTBICHHUIO Yy4eTa
UH(OPMAIMOHHBIX CUCTEM u KOMITOHEHTOB UH(OPMAaIMOHHO-
TEJIEKOMMYHUKAILIMOHHON UH(DPACTPYKTYPHI, YTBEPKIE€HHBIX MIPUKA30M
MunkomeBsizu Poccun ot 31 mas 2013 1. N 127 (3apeructpupoBad MuHiocToMm
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Poccun 5 nHOs16pss 2013 1., peructpammonnsiii N 30318), ¢ yueTom u3MeHEHHH,
BHECECHHBIX MNpuKkazoM MwuHkoMcBsi3u Poccum ot 15 wurons 2016 r. N 266
(3apeructpupoBan Muntoctom Poccun 14 urons 2016 1., peructpaninoHHbId N
42853).

(cHocka BBeneHa [Ipukazom ®CTIK Poccum ot 28.05.2019 N 106)

14.3. Yrpo3sl Oe3omacHOCTH MHGMOPMAIMU OINPEACTAIOTCS MO pe3yJbTaTaM
OLICHKM BO3MOXKHOCTEH (NOTEHILMana) BHEIIHWX W BHYTPEHHHMX HapyIIUTENEH,
aHalln3a BO3MOXKHBIX YSI3BUMOCTEH HH(POPMAIIMOHHON CHCTEMbI, BO3MOXKHBIX
CIOCO0OB peanu3anuu yrpo3 0e30macHOCTH WHGOpPMAIMU W TOCJIEICTBHA OT
HapyIlIeHUsT CBOWCTB Oe3omacHocTd uHGoOpMaruu  (KOHPUIACHIIUATHHOCTH,
LEJIOCTHOCTH, IOCTYIIHOCTH).

(B pen. IIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

B kadecTBe HMCXOIHBIX JAHHBIX JJISI ONpPEAENIEHUs YIrpo3 0Oe30MacHOCTH
uH(pOpMaAIMU HUCIONb3yeTCsl OaHK JaHHBIX Yrpo3 0€30MacHOCTH HH(POpMALUU
(bdu.fstec.ru), Bemenue koroporo ocymectBiusiercs DOCTIK Poccun B
COOTBETCTBUH C MOANMyHKTOM 21 myHkTa 8 [lomoxkenus: o denepanbHOi ciryx0Oe mo
TEXHUYECKOMY M JKCIOPTHOMY KOHTPOJIIO, YTBEpkAeHHOro Ykaszom IIpe3unenra
Poccuiickoit ®eneparun ot 16 asrycra 2004 1. N 1085 (Cobpanue
3akoHoaaTenbcTBa Poccuiickont @enepannu, 2004, N 34, ct. 3541; 2006, N 49, cr.
5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, cr.
3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, cT. 6041; 2015, N 4, cT. 641;
2016, N 1, ct. 211) (manee - GaHK AAHHBIX yrpo3 O€30MACHOCTUM HHPOpPMaLUU
OCTOK Poccun), a Takke HHbIE HCTOYHUKH, COJIEp)Kalue CBEACHUS 00
YSI3BUMOCTSIX U yrpo3ax 0€30MacHOCTH HH(OpMaIUK.

(a63ar BBenen [Ipukazom @CTIK Poccum ot 15.02.2017 N 27)

[Ipu omnpegenennn yrpo3 ©0€30MaCHOCTH HH(OPMALUMU  YYUTHIBAIOTCS
CTPYKTYpHO-(DYHKIIMOHAJIBHBIE XapaKTEPUCTUKU HHPOPMALMOHHON CHUCTEMBI,
BKJIFOYAIOLIUE CTPYKTYpPY M COCTaB HMH(GOPMALMOHHON CHCTEMBI, (pU3MUECKUE,
Jorudeckue, (QyHKIUOHAJbHbIE M TEXHOJOTHYECKHE B3aUMOCBSI3U  MEXIY
cerMeHTaMH WHGOPMAIIMOHHONW CHCTEMBI, C UWHBIMH HH(POPMALMOHHBIMU
cucteMamMu ¥ WH(GOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH  CETSIMH, PEXKUMBI
0o0pabotku wH(OpMaruu B WHGOPMAIIMOHHOW CHCTEME M B €€ OTIEIbHBIX
CETMEHTaxX, a TaKkKe WHBIE XapaKTEePUCTUKA HHPOPMAIMOHHON CHCTEMBI,
OpUMEHSeMble  HWH()OpPMAllMOHHBIE  TEXHOJOTMM M OCOOCHHOCTH €€
(GYHKITMOHUPOBAHHS.

[Ipu ompenenenun yrpo3 6e3omacHOCTH HWHGpOpMaUKd B WHGOPMAIMOHHON
cucreMe,  (YHKIMOHMPOBaHHWE  KOTOpOHl  mpeamonaraercsi  Ha  0ase
MH(POPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHON MH(PPACTPYKTYpHI LEHTpa 00paboTKU
JaHHBIX, JOJDKHBI YYUTHIBATHCS YIPO3bl 0€30MacHOCTH MH(OpPMAIINU, aKTyadbHbIC
s UHPOPMAIMOHHO-TEICKOMMYHUKAIIMOHHOW ~ MHQPACTPYKTYpbl  LIEHTpa
00pabOTKM TaHHBIX.
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(a63am BBeneH [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

[lo pe3ynbraTam ompezneneHuss yrpo3 0e3omacHOCTH HHGOpPMALUU TpU
HEOOXOMMOCTH  pa3padaThIBAIOTCS ~ PEKOMEHAAIMH 10  KOPPEKTHPOBKE
CTPYKTYPHO-(DYHKIITMOHATBHBIX ~ XapaKTEPUCTHUK WH(POPMAIIMOHHONH  CHCTEMBI,
HampaBiICHHbIE Ha OJOKMpOBaHWE (HEHTpaNM3alWIO) OTACIBHBIX  yrpo3
0€e30MacHOCTH NH()OPMALIUH.

Monens yrpo3 6e30macHOCTH HHQOPMAIMHU JIOJKHA COJEP>KaTh OMHCAaHUE
MH(OPMAIMOHHOW CUCTEMBI U €€ CTPYKTYpPHO-(YHKIMOHAIBHBIX XapaKTEPUCTHUK,
a TaK)Ke OINUCAHHE Yrpo3 0e30MacHOCTH MH(OpMaIUH, BKIHOYAIOUIEE OMUCAHUE
BO3MOYKHOCTEH HapymuTenaed (Mojaelb HApYIIMTENs), BO3MOXKHBIX YSI3BUMOCTEN
WH(POPMAIITMOHHOW CHUCTEMBbI, CIIOCOOOB peaau3aluu  yrpo3 0e30MacHOCTU
uH(OPMAITUHU U TIOCTIEJCTBUN OT HAPYIIICHHs CBOMCTB O6€30macHOCTH HH(OpMAITUH.

Jlia onpenenenust yrpo3 0e3onacHOCTH MH(OpMALUU U pa3paboTKU MOJENU
yrpo3 0e30macHOCTH WH(OpMauu MNPUMEHSIOTCS METOJANYECKUE JIOKYMEHTHI,
pazpaborannbie u yrBepxkaeHHbie DCTIK Poccun B cOOTBETCTBUU € MOJIITYHKTOM
4 nyukta 8 Ilonoxenuss o denepanbHOW CiayK0€ MO TEXHUYECKOMY U
DKCIIOPTHOMY KOHTPOJIKO, YTBEpPKAEHHOTO YkKazom IIpesmmenta Poccuiickon
Oeneparun ot 16 aBrycra 2004 r. N 1085 (CobOpaHue 3akoHOIATEIHCTBA
Poccuiickont ®enepauun, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43,
cT. 4921; N 47, ct. 5431; 2012, N 7, ct. 818).

14.4. TpeOGoBaHus K cuctemMe 3amMThl HHGOpMAMK WHOOPMAITMOHHON
CUCTEMBl  ONpPENEISAIOTCS B  3aBUCUMOCTH  OT  KJlacca  3allUIIEHHOCTU
MH(POPMAITMOHHOMN CUCTEMBI M yIpo3 0€30MacHOCTH MH(OpMaINK, BKIIOUEHHBIX B
MOJIeJIb YyTpo3 0€30MaCHOCTH HH(POPMALIHH.

TpeGoBaHusg K cuUcTeME 3alMThl MHPOpMalMU UH(GOPMAIIMOHHONW CHCTEMBI
BKJIFOYAIOTCSL B TEXHUYECKOE 3a/laHre Ha CO3/laHue MH(POPMAILMOHHON CUCTEMBI U
(W) TeXHUYEeCKoe 3aJaHue (YaCcTHOE TEXHHYECKOE 3aJlaHhe) Ha CO3/aHue
CUCTEMBI 3aIIUThI HHPOpMauu WHHOPMAITMOHHONW CHUCTEMBI, pa3pabaThiBaeMble C

yuetoM ['OCT 34.602, TOCT P 51583 u I'OCT P 51624, u 101KHBI B TOM YHUCJIE
COCPKaTh:

1eab M 3a7a4d oOecredeHus 3auuThl MHpoOpManuu B HH(DOPMAIMOHHON
CHCTEME;

KJIACC 3aIUIIEHHOCTH HH(POPMALIMOHHON CUCTEMBI;

[IEPEYECHb HOPMATUBHBIX IPABOBBIX AKTOB, METOJWYECKHX JAOKYMEHTOB H
HallMOHAIbHBIX CTaHAApTOB, KOTOPBIM JOJIKHA COOTBETCTBOBATH
uH(pOpMaIMOHHAS CUCTEMA;

NepevyeHb OOBEKTOB 3AUTH HHPOPMALIMOHHON CUCTEMBI;
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TpeOOBaHUS K MEpaM W CPEJCTBaM 3allUThl WH(POpMaNUK, TPUMEHSIEMBIM B
UH(OPMAIMOHHON CUCTEME;

ctaauu (dTambl paboOT) CO3JaHUS CHCTEMBl 3aIIUTHl  WHOOPMAIMOHHOU
CHCTEMBI,
(a63am BBeneH IIpukazom @CTOK Poccum ot 15.02.2017 N 27)

TpeOOBaHUS K TOCTaBISIEMBIM TEXHUYECKUM CPEICTBaM, MPOTPAMMHOMY
o0ecrnevYeHnIo, CpeICTBaM 3alTuThl HHPOPMAIUH;
(a63arn BBeneH [pukazom @CTOK Poccun ot 15.02.2017 N 27)

(GyHKIMM 3aKa34uKa M OIepaTopa 1Mo OOCCIICUCHUIO 3aIlUThl HHGOPMAIUU B
UH(GOPMAIITMOHHON CHCTEME;
(a63an BBeneH Ipukazom ®CTOK Poccuu ot 15.02.2017 N 27)

TpeOOBaHUS K  3alUTe CPEACTB M CHUCTEM,  OOECIEeYMBAIOIINX
(GyHKIITMOHUPOBAHHUE HH(pOPMAITUOHHOMN CHUCTEMBI (oOecneunBaromei

HH(pPaCTPyKType);
(a63an BBeneH [Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

TpeOoBaHUs K 3ammTe nHGopManuu npu HHHOPMAITMOHHOM B3aUMOICHCTBUU
C WHBIMU nH(OPMAITMOHHBIMU CUCTEMaMU u nH()OPMAITMOHHO-
TEJICKOMMYHUKAIIMOHHBIMU ~ CETAMH, B TOM 4YHCJIE€ C WH(OOPMAITMOHHBIMU
CUCTEeMaMH YIIOJITHOMOUYEHHOTO JIUIIA, & TAaK)Ke MPH MPUMEHEHUU BBIYHCIUTEIIbHBIX
pecypcoB (MoIHOCTEH), MPEIOCTABIAEMBIX YIIOJHOMOUYEHHBIM JIMIIOM  JIJISI
00pa0doTKu HHGOPMAIIUH.

[Ipu omnpenenenun TpeOOBaHWUM K CHCTEME 3alUThl  HWHGOpPMAIUU
WHPOPMAIIMOHHON CHUCTEMBl YYHTHIBAIOTCS IOJIOKEHHS TOJMTHK OOCCIICUCHHUS
uH(GOpPMaIlMOHHOK Oe30macHOoCTH 0Onanarens nHopMaluu (3aKa3unka), a TaKkxKe
NOJUTUK  oOecrieueHUss HMHQPOPMAIIMOHHOM  OE€30MacHOCTH  omepaTopa U
YIIOJITHOMOYECHHOTO JIMI]a B YaCTH, HE MPOTHUBOpEYAIICH MOJMTHKAM O0JIagaTes
uHpopMaruu (3aKazuuka).

(B pen. IIpukaza ®CTIK Poccum ot 15.02.2017 N 27)

B caysae co3manus uHGOpPMAIMOHHOM CHCTEMBI, (DYHKIIMOHUPOBAHHE
KOTOpOW Tmpeamnosaraerca Ha 0a3ze HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON
UHPPACTPYKTYphl IIeHTpa 0OpabOTKM JAHHBIX, JOIMOJHHUTENBHO OIPEAESIOTCS
TpeOoBaHUS 1O  3ammMre HHpOpMalMM, MOAJEXKAIME  pealu3alud B
UH(GOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON HHPACTPyKType IeHTpa 00paboTKu
JaHHBIX.

(a63ar BBenen I[pukazom ®CTIK Poccun ot 28.05.2019 N 106)

Pa3padorka cucrembl 3aliuThI HHPOPMALUHM HHPOPMALMOHHON CHUCTEMBbI

15. Pa3paboTka cuctemsl 3alIMThl HHPOpMAUU UHPOPMAMOHHOW CHCTEMBI
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opraHuzyercs oOyanarenemM uHopMaIuu (3aKa34uKoOM).

Pa3paboTtka cucrembl 3amuThl MHDOpMaUMU WHGOPMAIIMOHHONW CHUCTEMBI
OCYIIECTBJISIETCS B COOTBETCTBUM C TEXHUYECKUM 3aJ]aHMEM Ha CO3/laHuE
WHOOPMAITMOHHOW CHUCTEMBI W (WJIM) TEXHUYECKUM 3aJlaHueM (9acTHBIM
TeXHUYECKUM 3aJJaHueM) Ha CO3JaHHE€ CHUCTEMbl 3aIuThl HH(POPMAIUU
uHpopMarmonHo cucremel ¢ yderom ['OCT 34.601 "HudopmanmonHas
TexHosoruss. KoOMIleKC CTaHmapTOB Ha aBTOMAaTU3UPOBAHHBIC CHUCTEMBI.
ABToMatuszupoBaHHble cuctembl. Cramuu co3ganus” (manee - ['OCT 34.601),
['OCT P 51583 uT'OCT P 51624 u B TOM 4KCIie BKJIIOYAET:

MPOCKTUPOBAHUE CHUCTEMbl 3alUThl  HMHPOpMaLUU  HMHPOPMALMOHHOM
CHCTEMBI,

pa3paboTKy OKCIUTyaTallAOHHOW JIOKYMEHTAllUM Ha CHCTEMY 3allUThI
uHdopmaIuu HHHOPMAIIMOHHON CUCTEMBI,

MaKeTUPOBAHME W  TECTUPOBAHUE CHUCTEMbI  3allUThl  MHPOPMALMU
MH(OPMAIIMOHHOW CUCTEMBI (MIPU HEOOXOANUMOCTH).

Cucrema 3amuTbl WHGOpMaNUU WHOOPMAITMOHHOW CHUCTEMBI HE JIOJDKHA
MPEMNSTCTBOBATh JIOCTHKEHUIO IIeJIel CO3MaHus WH()OPMAITMOHHOM CUCTEMBI U €€
(GYHKIIMOHUPOBAHMUIO.

[Ipu pa3zpaboTKe cUCTEMBI 3aIUTHI HH()OPMAUU HHPOPMALMOHHON CUCTEMBI
YUUTBIBAETCA ee UH(}OpMAIMOHHOE B3aUMO/JICVICTBHE C WHBIMU
UH(POPMALIMOHHBIMU CHCTEMaMU U HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIMU
CEeTSIMHU, B TOM 4HcJie ¢ UHPOPMALMOHHBIMU CUCTEMaMU YIIOJIHOMOUYEHHOTO JIMIIA,
a  TaKkkKe  TPUMEHEHUE  BBIUMCIUTEIBHBIX  PECypcoB  (MOIIHOCTEM),
IPEIOCTABIIIEMBIX YIIOJTHOMOYEHHBIM JIUIIOM U1 00pabOoTKU MH(POpMaLIUK.

15.1. Ilpu  NOpOEKTUPOBAHMM  CHCTEMbl  3aAlIUTHl  HMHQOPMAIIU
MH(OPMAIMOHHOW CUCTEMBI:

OTIPEIEISAIOTCS THITBI CYOBEKTOB A0CTyNa (TI0JIb30BATENH, MPOIICCChl U MHBIC
CyOBEKTHI JIOCTyNa) W OOBEKTOB JOCTYIIA, SBIISIOMIUXCA OOBEKTAaMH 3alllUThI
(ycTpoiicTBa, OOBEKTHI (PailIOBOM CHCTEMBI, 3allyCKaeMble M HCIIOJIHSCMbIC
MOJyJIH, OOBEKThI CUCTEMBI YIPABJICHUS 0a3aMH JTaHHBIX, OObEKTHI, CO3/1aBACMbIC
MIPUKJIAIHBIM IPOTPAaMMHBIM 00ecTiedeHUEM, HHBIE OOBEKTHI JOCTYIIA);

ONPENENSIOTCS  METOABbl  YIPABJICHUS  JOCTYHNOM  (JMCKPELMOHHBIN,
MaHJIaTHBIA, POJICBOM WJIM HWHBIE METOJbI), THUIBI JOCTyna (YTCHHUE, 3alluCh,
BBITIOJIHEHUE WJIM WHBIE THUIIBI JOCTyNa) M TpaBuia pa3rpaHAYEHUs OCTyIa
CyOBEKTOB JocTynma K oOObeKTaM JoCTyna (Ha OCHOBE CIHMCKOB, METOK
0e3omacHOCTH, POJEH ¢ HMHBIX MpaBWil), MOJJIEKAIIME pealu3aluu B
UH(OPMAIMOHHON CUCTEME;
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BBIOMPAIOTCS MEpHI 3alUThl WHGOpPMAIUK, MOMJICKAITUE pean3alud B
CHUCTeMeE 3alluThl HH(pOpMaIK HHOOPMAIIMOHHOW CUCTEMBI;

ONpEeAeNsAloTCd  BUABI M TUNBl  CPEACTB  3alUThl  MHGpOpMaLuH,
o0ecrnevynBarofe peaan3alnio TEXHUYECKUX Mep 3aluThl HHPOpMaIuy;

OTIpENEISAETCSl CTPYKTYpa CUCTEMBI 3aIUThl WHMOpMAIUu WH(POPMAITMOHHOM
CHUCTEMBbI, BKJIIOYasi COCTaB (KOJIMYECTBO) U MECTA PA3MEIIICHUSI €€ SJIEMEHTOB;

OCYIIIECTBIISETCS BBIOOD CpeICTB 3aIUTHI uH(pOpMaIInH,
cepTUUIIMPOBAHHBIX HAa COOTBETCTBHE TpeOOBaHUAM TI0 O€30MacHOCTH
uHbOpMaIlMK, C YY€TOM WX CTOMMOCTH, COBMECTUMOCTH C WH(OPMAIMOHHBIMU
TEXHOJOTHSIMH M TEXHUYECKUMH CpPEICTBaMH, (PYHKIMM Oe30MacHOCTH 3STHUX
CpPEeICTB M OCOOEGHHOCTEW WX peanu3alMy, a TaKXkKe Kiacca 3allUIIEeHHOCTH
UH(GOPMAIIMOHHON CUCTEMBI;

onpenenstorca TpeOoBaHHWA K IapaMeTpaM HAacCTPOWKH IMPOrPaMMHOIO
obOecrieueHus, BKJIOYas MPOrpaMMHOE  OOECHe4YeHHe  CpPEJICTB  3allUThl
uH(popmaiuu, 00ecrneuyrBaroIfe pean3aliio Mep 3alluThl MHQOPMAIUK, a TAaKKe
YCTPaHEHHE BO3MOXKHBIX YSA3BUMOCTEH MH(GOPMAILIMOHHON CUCTEMBI, IPUBOISAIINX

K BOBHHKHOBEHHIO yrpo3 0e30macHoCTH HHPOpMaIuy;
(B pen. Ilpukaza ®CTIK Poccum ot 15.02.2017 N 27)

OTIPENENSAIOTCS MEPhl  3alUThl  HHPOpMAMK TpH  UHOOPMAITMOHHOM
B3aMMOJICHCTBUH C WHBIMA WH(GOPMAIMOHHBIMU CHCTEMaMH M MH(OPMAIMOHHO-
TEIEKOMMYHUKAIIMOHHBIMU ~ CETSIMH, B TOM 4YHCIE€ C HH(DpOPMAIMOHHBIMU
CHUCTEMaMH YIIOJIHOMOUYEHHOTO JIIIA, a TAK)KE MPH MPUMEHEHUU BBIYHCIUTEIIBHBIX
pecypcoB (MOIHOCTEH), MPEIOCTABIAEMBIX YIIOJHOMOUYEHHBIM JIMIIOM  JIJISI
00pa0doTKKH HHGOPMAIIUH.

Pe3ynpraTel IIPOEKTUPOBAHHUS CUCTEMBI 3aIUTHI uHbOopMaluu
UHGOPMAIIMOHHON CUCTEMbI OTPAXkKAIOTCSI B MPOEKTHOM JOKYMEHTAlMU (3CKU3HOM
(TeXHUYECKOM) MTPOEKTe U (WJIK) B paboueil TOKyMEHTallM1) Ha HH()OPMAITMOHHYIO
cucteMy (cuctemy 3amuThl MHGOpMAUMU  HUHMOPMALMOHHOM  CUCTEMBI),
pazpabateiBaeMbix ¢ yudetom ['OCT 34.201 "WudopmanmoHHas TEXHOJOTHS.
KomMriieke cTaHnapToB Ha aBTOMaTU3MPOBaHHbIE CUCTEMbI. Buibl, KOMILIEKTHOCTb
¥ 0003HaYeHHE JOKYMEHTOB IIPU CO3JaHUU aBTOMATU3MPOBAHHBIX cucTeM" (Haiee
-T'OCT 34.201).

[IpoekTHass NOKyMeHTaluuss Ha HWHPOPMALMOHHYIO cHCTeMy U (WiH) ee
CUCTEMY 3allUThl HMHGPOpPMAIMU TOJUIEKAT COIVIACOBAHUIO C  OINEpaTopoM
UHPOPMAIlMOHHOM CHUCTEMBbl B Cllydyae, €CIM OH ONPEICIeH TaKOBBIM B
COOTBETCTBUM C 3aKOHOJATenbCcTBOM Poccuiickont @Penepauum K MOMEHTY
OKOHYAHMS MPOECKTUPOBAHUSI CUCTEMBI 3alUThl MHGOpMALK UH(GOPMAIIMOHHON
CUCTEMBI U HE SBJISIETCS 3aKa3YMKOM JaHHOW MHPOPMALMOHHON CHCTEMBI.
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[Ipu  oTCyTCTBMM  HEOOXOIMMBIX  CpPEIACTB  3aluThl  WH(pOpMauw,
cepTU(PUUMPOBAHHBIX HAa COOTBETCTBHE TpeOOBaHUAM 10 0O€30MacHOCTU
uHpopMarmu, opraHuzyercss paspabotka (HopaboTka) CpEeACTB  3alllUThl
uHpopMaluu U HX cepTU(UKAIUS B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickon denepanuu uiv npou3BOAUTCA KOPPEKTUPOBKA IMTPOEKTHBIX PEICHUHN
no WHOOPMAIMOHHOW cHCTeMe W (WIM) €€ CUCTEeME 3alluThl HMHGOpPMAIUU C
ydeToM ()YHKIIMOHAJIBHBIX BO3MOYKHOCTEH MMEIONIUXCS CepTUDHUIIMPOBAHHBIX
CPENCTB 3aUTHl HHOOPMAITUH.

[Ipy mpoeKTHpPOBAaHMHM CHUCTEMBI 3alUThl HWH(OpPMAUUKU HHPOPMAMOHHON
cuctembl,  (YHKIIMOHUPOBAHWE  KOTOpPOM  TpeAmoJiaraercss  Ha  0Oase
MH(OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHON HHPPACTPYKTYpHI LIEHTpa 00pabOTKU
JAHHBIX, JJI1 OJOKUPOBAHUS AKTYaJbHBIX YIpo3 0€30MacHOCTH HH(pOpMaluu
MOTYT OBITh NPUMEHEHBl MEpbl 3alUThl MHGOPMALMHM, peaTu3yeMble B
MH(OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHON HMH(pacTpyKType LieHTpa 00paboTKu
JAHHBIX.

(a63arn BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

15.2. Pa3paboTka SKCIUTyaTallMOHHOW TOKYMEHTAIlMd HA CUCTEMY 3alllUThl
uHboOpMaluu HHQPOPMAIIMOHHON CHUCTEMBl OCYUIECTBIIETCS B COOTBETCTBUHM C
TEXHUYECKUM 3aJaHMEeM Ha CO3/JaHue HWH()OPMALUMOHHON cUCTEMBbl W (WJIM)
TEXHUYECKUM 3a/IaHUEM (YACTHBIM TEXHUYECKHUM 3aJJaHUEM ) Ha CO3aHUE CUCTEMBI
3aIUThl THPOPMALIMA HUHPOPMALMOHHON CUCTEMBI.

OKCIUTyaTallioOHHAs JOKYMEHTAIlMs Ha CHUCTEMY 3alluThl HH(GOPMAINH
uHpopmaImoHHoi cuctembl pazpadareiBaerca ¢ yuetom ['OCT 34.601, 'OCT
34201 uI'OCT P 51624 u nomxHa B TOM YUCJE COAEPKATh OMMCAHUE!

CTPYKTYPBI CUCTEMBI 3alTUThl UHPOPMAIUK WH()OPMAITMOHHON CHCTEMBI;

COCTaBa, MECT YCTAHOBKHM, MapaMeTpOB W TOpsIKa HACTPOWKH CpEJICTB
3a1UThl HH(OPMALIMH, TIPOTPAMMHOT0 00ECIIEUeHHS U TEXHUUYECKUX CPEJICTB;

MpaBUJI JKCIUTyaTalldd CUCTEMBbI 3aluThl HMHGOpMaUK HHPOPMAIUOHHON
CHUCTEMBI.

15.3. Ilpu MakeTUpOBAaHUU U TECTUPOBAHUU CUCTEMBI 3AIIUTHl HHPOPMALIUU
UH(GOPMAIIMOHHON CUCTEMBI B TOM YHCJIE OCYIECTBISIFOTCS:

IpoBepKa PabOTOCTIOCOOHOCTH M COBMECTUMOCTH BBIOPAHHBIX CPEJCTB
3amuThl UHPOpMAUA C WHPOPMAIMOHHBIMU TEXHOJOTHSAMH M TEXHUYCCKUMHU
CpEIICTBAMH,

MIPOBEPKa BBIMOJHEHUSI BHIOPAHHBIMU CPEJICTBAMH 3alllMTHl HH(GOPMAIHH
TpeOOBaHMI K CUCTEME 3alTUTHI HHPOPMAIIUK UHYOPMAITMOHHOU CUCTEMBI;
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KOPPEKTUPOBKA TIPOCKTHBIX pEIIeHUH, pa3padOTaHHBIX TMPU CO3IaHUH
uHpoOpMaIIMOHHOW  cucTeMbl W (WJM) CHUCTeMbl 3allUThl  WHGOPMAIUU
WH(POPMAITMOHHON CUCTEMBI;

a63ai1 uckioueH. - [Ipukaz ®CTIK Poccun ot 15.02.2017 N 27.

MaxkeTupoBaHre CUCTEMBI 3alIUTh HH()OPMALIUKA HHPOPMAIITIOHHON CUCTEMBbI
U €€ TECTUPOBAHUE MOXKET IIPOBOAUTHCS B TOM YHUCIIE C UCIIOJIB30BAHUEM CPEICTB
U METOJAOB MOJEIUPOBAaHUS HMHQPOPMALMOHHBIX CUCTEM U  TEXHOJIOTMH
BUPTYyaIUu3alyu.

BHeapenue cucrembl 3alIUTHI MHPOPMALUHM HHPOPMALIMOHHON CHCTEMBbI

16. Bueapenue cuctemsbl 3auThl HHGOpMAHU WHOOPMAITMOHHONW CHCTEMBI
opraHusyetcs obnagaTeneM HHPOpMaIUK (3aKA3UUKOM).

Buenpenne cuctembl 3amuThl MHGOpMaUud WHGOPMALMOHHONW CHCTEMBbI
OCYIIECTBJISIETCSIT B COOTBETCTBUM C IPOEKTHOW U  DKCIUIYyaTallMOHHOWU
JOKyMEHTAaIlMeN Ha CUCTEMY 3allMThl HHGOPMALMK WH(POPMATMOHHONW CUCTEMBI U
B TOM YMCJIE BKJIIOYAECT:

YCTAHOBKY M HACTPOMKY CpEICTB 3alluThl HHQOpMALUK B UH(POPMALIMOHHOM
CHCTEME;

pa3paboOTKy OKYMEHTOB, OMNPENCISIIONIMX TMpaBWia W TPOLEIYPHI,
peanu3yeMbie  OmepaTopoM JiJii  OOECIEeUeHHs 3aluThl WHOpMaluu B
MH(OPMAIIMOHHOW CUCTEME B XOJI€ €€ dKCIUlyaTaluu (J1ajee - OpraHu3aluoOHHO-
pacnopsiauTeNbHbIe JOKYMEHTHI 110 3a1uTe HHGOpMaInn);

BHEJIPEHUE OPraHU3aALMOHHBIX MEp 3alIUThl HH(OpMaIUY;

NpelBapUTENIbHbIE  MCHBITAaHUSI ~ CHCTEMbl  3alIMThl  WHGOpPMaluu
MH(OPMAIMOHHOW CUCTEMBI;

OTIBITHYIO AKCIUTyaTalM0 CUCTEMBI 3aIlUThl UH(GOpMAIui UHPOPMAITMOHHON
CUCTEMBI;

aHaJIu3 ysI3BUMOCTEH MH(OPMALMOHHONW CHCTEMbI U MPUHSATUE MEP 3allUTHI
MH(pOpPMAIIMH 110 UX YCTPAHEHUIO;

MIPUEMOYHBIE UCIBITAHUSI CUCTEMBI 3alllUThl MH(DOpMAMKU UHPOPMALIMOHHOM
CUCTEMBL.

K BHeapeHuto cuctemsbl 3alidThl HHPOpPMAIMH HHPOPMAIIMOHHON CHCTEMBbI
NpUBJIEKAETCA oOrepaTop HWH(POPMAIMOHHOW CHCTEMBbl B Ciy4yae, €clid OH
ONpENEJICH TAaKOBBIM B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuiickoi
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denepanii K MOMEHTY  BHEAPEHHUS CHCTEMbl  3allUThl  MH(QOpMAIUU
MH(POPMAILIMOHHON CUCTEMBI U HE SBJIAETCS 3aKa34YMKOM JTaHHOW MH(OPMALIMOHHON
CUCTEMBI.

16.1. VYcraHoBka U HacTpoWKa CpEICTB 3alIUThl HMHPOpPMALUU B
UHPOPMAIIMOHHOM  CHUCTEME JOJDKHA TMPOBOJUTHCS B  COOTBETCTBHUH  C
OKCIUTYaTal[MOHHOM  JOKyMEHTallMell Ha CHCTeMy 3aluThl  HH(pOopmanmu
UHPOPMAIIMOHHOM  CHCTEMbl W  JIOKYMEHTAallMel Ha CpEACTBAa  3allUThI
uHbOpMaIUu.

CpenctBa 3ammThl MH(OPMALUM, YCTaHABIMBAEMbIE B HH(POPMAIMOHHOM
cucreMe, GyHKIMOHHUPYIOLIEH Ha 6a3e HHPOPMALMOHHO-TEIEKOMMYHUKAIIMOHHOM
HHPPACTPYKTYpHI LIEHTpA 00pabOTKU JAaHHBIX, JOJKHBI ObITh COBMECTUMBI MEXKTY
co0oif, a TakXke CO CpelCcTBaMU 3alIUThl HWH(OpPMALMM, YCTAHOBJIEHHBIMU B
UH(GOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON HHGPACTPYKType IeHTpa 00paboTKu
JAaHHBIX.

(a63ar BBenen [pukazom ®CTIK Poccun ot 28.05.2019 N 106)

16.2. Pa3pabaTbiBaeMble OpraHU3alMOHHO-PACTIOPSIIUTENbHBIE JOKYMEHTHI 10
3anMTe NHPOPMALIUU JTOJKHBI ONIPEEIIATh MPAaBUIIa U IPOLIEAYPHI:

yopaBiaeHuss  (aIMUHHCTPUPOBAHMS) CHCTEMOM  3amuThl  UHGOPMAIUU
UH(GOPMALIMOHHON CUCTEMBI;

BBISIBJICHUSI MHIIUJICHTOB (OJHOTO COOBITHS WJIM TPYIIBI COOBITHIA), KOTOPHIC
MOTYT  TpPUBECTH K  CcOOSIM  WJIM  HApYHICHHIO  (PYHKIIMOHUPOBAHUS
nH(pOpMAIIMOHHON cuCTeMbl M (WJIM) K BO3HHKHOBEHHUIO YIpo3 O€30MacHOCTU
nHpopmMaruu (1ajiee - MHIUACHTHI), U PearipOBaHuUs Ha HUX;

yIpaBieHusl KOHMUTypalyel aTrTecCToBaHHOW MH(POPMAIMOHHON CHUCTEMbl U
CUCTEMBI 3aIUTHl HHGOPMAITUU HHHOPMAITMOHHON CUCTEMBI,

KOHTpOJiZ (MOHUTOPWHTA) 3a OOECIEYCHHEM YPOBHS 3alUIIEHHOCTH
uH(dopMaIuu, coaepxaiiencs B MHPOPMALIMOHHON CUCTEME;

3alUThl WHQOPMAIIMK TPH BBIBOJE W3 JKCIUTyaTallid WHGOPMAIMOHHON
CUCTEMBI WJIM TIOCJIC TIPUHSATHUS PEMICHHS] 00 OKOHYaHUH 00pabOTKH WH(MOPMAITUH.

16.3. Ilpm BHeapeHUM OpraHU3alMOHHBIX MEp 3aIlIUThl HH(POPMAIUH
OCYILECTBIISIOTCS:

peanu3anus IpaBUJl Pa3sTPaHUYEHUS JOCTyNa, PEIVIAMEHTHPYIOLIUX IIpaBa
JocTyna CyOBeKTOB JAOCTYyNa K 00bEKTaM JIOCTYIa, U BBEJICHUE OTPAaHUYCHUN Ha
JICUCTBUS TIOJIB30BATENICd, a TaKXEe Ha W3MEHEHME YCJIOBUM JKCIUIyaTallWH,
coCTaBa U KOHPUTYpaLUU TEXHUYECKUX CPEICTB U MPOrPaMMHOTO 0OeCTIeueHus;


https://login.consultant.ru/link/?req=doc&base=RZR&n=352291&dst=100021

MpoBEepKa TMOJHOTHl M JETAIBHOCTH ONUCAHUS B OpPraHU3alMOHHO-
pacnopsiIUTENbHBIX ~ JOKYMEHTaXx MO  3aluTe  HWHPOpMAlMH  JIEUCTBHM
M0JIb30BATENEH U aJMUHUCTPATOPOB MH(POPMAIIMOHHON CHUCTEMBI 10 peaan3aluu
OpraHU3AILMOHHBIX MEp 3aIUTHI HHPOPMALINH;

oTpaboTKa JAEUCTBUI JAOKHOCTHBIX JIMII M MOJpPA3/eIeHUi, OTBETCTBEHHbIX
3a peayn3alrio Mep 3alIUThl HHPOPMAIIIH.

16.4. IlpenBapuTenbHbIE UCHBITAHUS CUCTEMBI 3alIUTHl  HHPOPMAIUH
nHpopMarmoHHo  cucteMbl  mpoBojaTrcs ¢ ydetom  ['OCT  34.603
"UndpopmanmonHass TexHosorusi. Buuabl HCHbITaHUNW — aBTOMAaTU3UPOBAHHBIX
cucreM" (manmee - 'OCT 34.603) u BKJIIOYAOT MPOBEPKY pabOTOCTIOCOOHOCTU
CUCTEMBI 3alMThl MHGOPMAIIMM UHPOPMALIMOHHON CHCTEMBI, a TaKKe NMPUHATHE
PEILICHUs O BO3MOYKHOCTHU OMBITHOM AKCILTyaTallii CUCTEMBI 3aIlIUThl HHPOpMAaIIH
UH(POPMAITMOHHON CHUCTEMBI.

16.5. OmbITHasg  SKCIUTyaTallds  CHUCTEMbl  3allUThl  MHGPOpPMaIUU
uHpopMarimonHot cucteMbl mpooautcs ¢ yuderoM ['OCT 34.603 u Bkiatouaer
IPOBEPKY (QYHKIMOHUPOBAHUS CUCTEMBI 3aIIUTHI HH(OPMaUU NH()OPMALIMOHHON
CUCTEMBI, B TOM YHCJIE PEAJM30BAHHBIX MEp 3allUThl MH(OpPMALUU, a TAKXKE
TOTOBHOCTh TIOJIb30BAaTENIe M aJMUHUCTPATOPOB K OKCIUTyaTallUd CHCTEMbI
3aIUThl THGOPMALIMK UHPOPMALIMOHHON CUCTEMBI.

16.6. Ananu3 ya3BuMocTeil ”HGOPMAIIMOHHON CUCTEMbI MPOBOAUTCS B LENSIX
OLICHKA  BO3MOXKHOCTM  IIPEOJIOJIEHHMS]  HApPYLIMTENIEM  CUCTEMBI  3aLUThI
uHbopMaluu HHGOPMAITMOHHON CUCTEMBI U MPEIOTBPALICHHS pealn3aliil yrpo3
0e30macHOCTH UH(POPMALIUU.

Ananmu3 ys3BUMOCTEH HMH(POPMALMOHHOM CHCTEMBl BKIIOYAEeT aHAIN3
ySI3BUMOCTEH  CpelCcTB  3allMThl  HMH(OpMAlMM, TEXHUYECKHUX CpPEICTB U
IPOrpaMMHOTr0 oOecreueHus: THPOPMAITUOHHON CHCTEMBI.

[Ipu ananuze ys3BUMOCTEH MH(POPMAIMOHHON CHUCTEMBI IPOBEPSETCS
OTCYTCTBHE  M3BECTHBIX  YSI3BUMOCTEH  CpENCTB  3allUThl  HMH(OpMaLMH,
TEXHUUYECKUX CPEACTB U IPOrPaMMHOI0 OOECHeueHus, B TOM UHUCJIE C yYETOM
uHdopMaluu, HUMEINIecs y pa3palOTYMKOB M TOJYYEHHOW U3 APYIrHX
OOILEJOCTYTHBIX MCTOYHHUKOB, MPABUIBHOCTh YCTAHOBKM M HACTPOMKHU CPEICTB
3aIIUThl MH(DOpMALMU, TEXHUYECKUX CPEIICTB M MPOrpaMMHOro obecreueHus, a
TAK)K€ KOPPEKTHOCTh paldOThl CPEACTB 3alIUThl HMHPOPMALMU TpU  HUX
B3aMMOJCHCTBUH C TEXHUYECKUMU CPEJCTBAMH U MPOTPAMMHBIM 00ECTIICUEHUEM.

B cmywae BbIsiBIeHHS ~— yA3BUMOCTEH  MH(POPMAIIMOHHOM  CHUCTEMBI,
NPUBOJAIIMX K BO3HUKHOBEHHIO JOIMOJHUTEIBHBIX yIpo3 0€30MacHOCTH
nH(popMaIu, MPOBOJUTCS YTOUHEHUE MOJICNIM YTpo3 0e30macHOCTH UHGOpMaIuu
U TpU HEOOXOJAMMOCTH TPUHUMAIOTCA JIONIOJHUTEIbHBIE MEphl  3alllUThl
uH(popMaIu, HaNpaBJICHHbIE HAa YCTPAHEHUE BBISIBJICHHBIX YSI3BUMOCTEH WIIU
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VCKJIIOYAIOIINE BO3MOXXHOCTh  HCHOJIb30BAHHUS HAPYUIUTEIEM  BbISIBJICHHBIX
YA3BUMOCTEM.

[lo pe3ynbraram aHaliv3a ysI3BUMOCTEW JIOJDKHO OBITh MOJATBEPXKACHO, YTO B
UH(POPMAIIMOHHON CHCTEME OTCYTCTBYIOT YS3BHUMOCTH, COAepXkaliuecs B OaHKe
naHHbIX yrpo3 OesomacHoctu wHbopmanmun PCTIK Poccuu, a Taxke B WMHBIX
UCTOYHHUKAX, WM UX UCIOIb30BaHHUE (IKCIUTyaTallHsl) HapYIIUTEIeM HEBO3MOXKHO.
(a63an BBeneH IIpukazom ®CTOK Poccum ot 15.02.2017 N 27)

16.7. TlpuemouHble  WCHBITAHUS  CHUCTEMBI  3alIUTHl  HWH(POpPMAIIUU
uHpopMarmonHot cuctemsl npoBoAsaTcs ¢ yderom ['OCT 34.603 u BkIrOYaroT
IPOBEPKY BBIMOJIHEHUS TpeOOBaHMUA K CHCTEME 3alluThl  HUHQOpMaLUU
UH()OPMAIMOHHOW CHUCTEMBI B COOTBETCTBUU C TEXHUYECKUM 3a/JlaHMEM Ha
co3nanue MHGOPMAIIMOHHON CUCTEMBI U (WJIH) TEXHUYECKUM 3aJlaHueM (JacTHBIM
TEXHUYECKUM 3aJJaHuEM) Ha CO3JaHHE€ CHCTEMBbl 3allUThl HH(POPMAIUU
UH(POPMAITMOHHON CHCTEMBI.

ArrecTranus uHGOPMAIMOHHOM CUCTEMbI M BBO/ €€ B JIelCTBUE

17. Arrtectauusi MHGOPMAIMOHHOM CHUCTEMBI OpraHuU3yeTcsi obiagaTenem
uH(popMaIuu (3aKa34MKOM) WM ONEPaTOPOM U BKJIIOYAET MPOBEACHUE KOMILJIEKCa
OpPraHU3ALMOHHBIX U TEXHUYECKUX MEPONPUATUI (ATTECTAIMOHHBIX UCIBITAHMI),
B pe3yJibTaT€ KOTOPBIX MOJATBEPKAAETCS COOTBETCTBUE CHCTEMbI 3alUThI
uH(popmanuu HHHOPMALIMOHHON CUCTEMBI HACTOAIUM TpeOoBaHUSIM.

[IpoBeneHME aTTECTAIMOHHBIX MCHBITAHWA WH(OOPMAITMOHHOW CHCTEMBI
JOJDKHOCTHBIMU JIUIIAMU (paOOTHUKAMHU), OCYIIECTBIISIIONTUMU TPOCKTUPOBAHUE U
(W) BHEAPEHUE CUCTEMBI 3aIUThI MHPOpMaIud MHHOPMAIITMOHHON CUCTEMBI, HE
JIOTTYCKaeTCsl.

(a63an BBeneH [lpukazom ®CTOK Poccuu ot 15.02.2017 N 27; B pen. [lpukasza
OCTIK Poccuu ot 28.05.2019 N 106)

17.1. B xadecTBe WCXOIHBIX J@HHBIX, HEOOXOAMMBIX JJII AaTTEeCTAlUU
UHOOPMAITMOHHOW CHUCTEMBI, HCIOJB3YIOTCS MOJelIb yIrpo3 0e30macHOCTU
uHdopMaIuu, akT KiaccuuKauu HHPOPMAIMOHHON CHUCTEMBI, TEXHHYECKOE
3a/laHie Ha co3laHue MH(GOPMAIIMOHHONW CUCTEMbI U (MJIM) TEXHUYECKOE 3a/IaHue
(JacTHOE TEXHMYECKOE 3aJJaHME€) Ha CO3[aHWE CHUCTEMbI 3alllUThl WH(OpMaIuu
UH(OPMAITMOHHOW CHUCTEMBI, TTPOCKTHASI M SKCIUTyaTallMOHHAsl JTOKYMEHTAaIUs Ha
CHUCTEMY 3allUThl WH(OpMAIUU HHPOPMAIMOHHON CHUCTEMBI, OpPraHU3aAlMOHHO-
pactopsiIUTeNbHBIE TOKYMEHTHI IO 3aluTe WHPOpPMAIUU, Pe3yJbTaThl aHAIN3a
ySI3BUMOCTEH WHGOPMAIIMOHHONW CHCTEMBI, MaTepuajbl TMPEIBAPUTEIBHBIX U
MPUEMOYHBIX HMCHBITAHWA CHUCTEMBI 3allUThl HHGOpMauK WHHOPMAITMOHHON
CHUCTEMBI, a Tak)Ke WHBIC JTOKYMEHTHI, pa3pabaTbiBacMble B COOTBETCTBHH C
HacTosMMH TpeOoBaHUSIMU.
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17.2. Attectarust nHQOPMAIIMOHHON CUCTEMBI TPOBOJIUTCS B COOTBETCTBUU C
porpaMMoi U METOAMKAMH aTTECTAI[MOHHBIX MCIIBITAaHUN 70 Havalla 00paboTKu
uHdopmaluu, Mojiexkamed 3ammre B UHQOpManumoHHOM cucreme. Jlns
NpPOBEICHUS]  aTrTecTallud  WH()OPMAIMOHHOM  CHUCTEMBl  MNPUMEHSIOTCA
HallMOHAJIbHBIE CTAHJAPTHI, & TAK)KE METOJUYECKUE TOKYMEHTHI, pa3paboTaHHbIE U
ytBepxkaeHHble PCTOK Poccun B COOTBETCTBUMM € TMOANYHKTOM 4 IMyHKTa 8
[Tonoxenuss o DeaepanbHOl Cilayxk0€ MO TEXHUYECKOMY U HKCIOPTHOMY

KOHTPOJII0, yTBepxkAeHHOro Yka3zom lIpesunenra Poccuiickoit @enepanyu ot 16
asrycra 2004 r. N 1085.

[lo pemennro 3akazuuka (orepaTopa) aTTECTAIMOHHBIC HCIBITAHUS MOTYT
OBITH COBMEIICHBI C MPOBEACHUEM IMPUEMOYHBIX HMCIBITAHUN WHGOPMAIIMOHHON
CUCTEMBI.

(a63arnr BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

[lo pe3ynbraTaM aTTECTALMOHHBIX HCIBITAHUN OQOPMIISIOTCS MPOTOKOJIBI
aTTECTAllMOHHBIX HCIBITAHUM, 3aKIIOYEHHE O COOTBETCTBUHM HH(OPMALMOHHON
CUCTEMBbI TPeOOBaHUSIM O 3aliuTe HHGOPMAIIMU U aTTECTaT COOTBETCTBUS B ClTyyae
IIOJIOKUATEIIBHBIX PE3YJIBTATOB ATTECTALIMOHHBIX UCIIBITAHUM.

[Ipy mpoBeneHUM aTTECTAIIMOHHBIX MCIBITAHUM JOJDKHBI TMPUMEHSTHCS
CJIEIYIOLIME METO/Ibl TPOBEPOK (MCIIBITAHMI):
(a63an BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

HKCIIEPTHO-TOKYMEHTAIBHBIM ~ METOJ, MPEeayCMaTpUBAIOUINM  MPOBEPKY
COOTBETCTBUSI CHCTEMbI 3allUThl HHGOpMauu UHPOPMAIMOHHON CHUCTEMBbI
YCTaHOBJICHHBIM TPEOOBaHWSAM MO 3aluTe HHPOpPMAIMH, Ha OCHOBE OIECHKU
IKCIUTYaTaIl[HOHHOM JOKyMEHTAIUH, OpTraHU3aIMOHHO-PACTIOPSANTETEHBIX
JIOKYMEHTOB M0 3amuTe WHPOpMAIMU, a TakKKe YCIOBUW (PYHKIIMOHHPOBAHUSA
MH(OPMAITMOHHOW CUCTEMBI;

(a63an BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

aHaIN3 YsA3BUMOCTEH MH(POPMAIIMOHHON CHCTEMBI, B TOM YHCJIE BBI3BAHHBIX
HEIMPaBUJILHOW HACTPONKON (KOH(PUTYPUPOBAHHEM) MPOTPAMMHOTO O0€CIeUeHUs
U CPEJICTB 3aIIUThl HH(MOPMAITNY;
(a63ar BBeneH [pukazom ®CTIK Poccun ot 15.02.2017 N 27)

UCIIBITaHUSI CUCTEMBI 3aIUThl UHPOPMALIUK yTEM OCYIIECTBIECHHUS MOMBITOK
HECAaHKIIMOHUPOBAHHOTO JOCTyna (BO3IEUCTBUs) K MHPOPMALIMOHHON CHCTEME B
00XO0J] €€ CUCTEMBI 3aLUThl HUHPOPMALIUH.

(a63an BBeneH [Ipukazom ®CTOK Poccuu ot 15.02.2017 N 27)

17.3. Homyckaetrcs arrectanus WHOOPMAIMOHHOW CHUCTEMBI Ha OCHOBE
pe3yibTaTOB AaTTECTALIMOHHBIX MCHBITAHUM BBIJIEJIEHHOTO Habopa CErMeHTOB
MH()OPMAIIMOHHOW CHUCTEMBI, PEANTM3YIONIMX IOJHYI0 TEXHOJOTHUIO 00padOoTKU
uH(popmaIuu.


https://login.consultant.ru/link/?req=doc&base=RZR&n=461502&dst=100086
https://login.consultant.ru/link/?req=doc&base=RZR&n=352291&dst=100024
https://login.consultant.ru/link/?req=doc&base=RZR&n=213978&dst=100030
https://login.consultant.ru/link/?req=doc&base=RZR&n=213978&dst=100032
https://login.consultant.ru/link/?req=doc&base=RZR&n=213978&dst=100033
https://login.consultant.ru/link/?req=doc&base=RZR&n=213978&dst=100034

B »TOM ciyyae pacnpoCTpaHEHHE aTTecTara COOTBETCTBHS Ha JApYyIHe
CerMeHThl MH(GOPMAIIMOHHON CHUCTEMbl OCYIIECTBISIETCS TIPU YCIOBUU HX
COOTBETCTBUSI ~ CerMEHTaM  WH(OPMAIMOHHOW  CHUCTEMbI,  MPOUICALINM
aTTeCTAI[MOHHbIC UCIIBITAHMUS.

CerMeHT CUMTACTCSI COOTBETCTBYIOLIUM CETMEHTY HH(POPMAIMOHHOM
CHUCTEMBI, B OTHOIIIEHUH KOTOPOTO OBLIIM TIPOBEICHBI aTTECTAIMOHHBIC UCTIHITAHUS,
€ClIM IS YKa3aHHBIX CETMEHTOB  YCTAHOBJICHBI  OJWMHAKOBBIE  KJIACCHI
3aIUIEHHOCTH, YTPO3bl 0€30macHOCTH WHGOPMAIINH, PEATU30BaHbl OJIMHAKOBBIC
MIPOCKTHBIC pEIICHUs 10 WH(OOPMAIMOHHOW CHUCTEME U €€ CHUCTEME 3alluThl
uHpopmaruu.

CooTBeTcTBHE CETMEHTa, Ha KOTOPBIM  pacmpoOCTpaHsSETCs arTecTaT
COOTBETCTBUS, CErMEHTY HH(GOPMAIIMOHHONW CHUCTEMBI, B OTHOIICHUH KOTOPOTO
ObLTM TPOBEJCHBI ATTECTAIMOHHBIC WCIHBITAHUS, TOATBEPKIACTCI B  XOJE
MPUEMOYHBIX ~ UCHBITAHUK  WH(DOPMAIMOHHOW  CHUCTEMBI WM  CETMEHTOB
UH(OPMAITMOHHOM CUCTEMBI.

B cermenTtax mHGpOpPMAIMOHHON CHCTEMbI, Ha KOTOpBIE PaCHpPOCTPAHSIETCS
aTTecTaTr COOTBETCTBHUS, OIIepaToOpoOM o0OecnieunBaercs co0roeHne
HKCIUTyaTallMOHHONW  JIOKYMEHTallud Ha CUCTEMYy 3allluThl  MHQPOpMalUU
MH(OPMAIMOHHOW CUCTEMBI U OPTaHU3aAMOHHO-PACTIOPSIUTEIbHBIX JOKYMEHTOB
10 3amuTe HHGOPMAaIUH.

OcobenHoct  arrecTtanid  MHQOPMAIIMOHHOM CHUCTEMBI HAa  OCHOBE
PE3YJIbTATOB ATTECTAIMOHHBIX MCIBITAHUHN BBIJIEIEHHOTO HA0Opa e€e CErMeHTOB, a
TaK)K€ YCJIOBHS M TIOPSIOK PacIpOCTpPaHEHHUsS aTTecTaTa COOTBETCTBHSI Ha JPyrue
CEerMEeHTHI HH(OOPMAITMOHHONW CHUCTEMBI ONIPEIEIISIOTCS B MMPOTpaMMe U METOIUKAX
aTTECTAIIMOHHBIX MCTIBITAHNN, 3aKITFOYCHUH B aTTeCTaTe COOTBETCTBUSI.

17.4. ArtrectaT COOTBETCTBHS BBIIACTCS HA BEChb CPOK JKCIUIyaTaluu
uHdopmarmonHoir cuctembl. Omepatop (oOnamarens wuHPOpMANMKA) B XOJE
AKCIUTyaTallil HMH(OPMALIMOHHOW CHCTEMBI JIOJDKEH 00ecleyrBaTh IMOAJIEPIKKY
COOTBETCTBUSI CUCTEMBI 3alIUThl MH(POPMALUU aTTECTaTy COOTBETCTBHS B paMKax
peanu3aldd  MEpONPHUATHH, TPEAYCMOTPEHHBIX IyHKTOM 18  Hacrosmmx
TpebGoBanui.

(n. 17.4 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

17.5. BBon B jelictBue WH(POPMAIIMOHHOM CHCTEMBI OCYIIECTBIISICTCS B
COOTBETCTBUHM C 3aKOHOJIATeNbCTBOM Poccuiickoit deaepanuu 00 uHPOpMaIUU,
UH(OPMAITMOHHBIX TEXHOJIOTHSX W O 3amuTe uHpopmammu U ¢ ydetom ['OCT
34.601 1 npu HaMMYUKU aTTECTaTa COOTBETCTBUS.

17.6. UndopmainmonHsie cucTteMbl, (QyHKIIMOHHpYIOIME Ha 0aze oOIen
UHOPACTPYKTYPHI (cpencts BBIYHCITATEILHOM TEXHUKH, CepBEPOB
TEJICKOMMYHHUKAIIMOHHOTO O00OPY/IOBaHUS) B Ka4eCTBE NPHKIAJHBIX CEPBHCOB,


https://login.consultant.ru/link/?req=doc&base=RZR&n=352291&dst=100026
https://login.consultant.ru/link/?req=doc&base=RZR&n=483355&dst=100117
https://login.consultant.ru/link/?req=doc&base=STR&n=11486
https://login.consultant.ru/link/?req=doc&base=STR&n=11486

MOJIIEKAT aTTECTAlUU B COCTaBe YKa3aHHON MHPPACTPYKTYPHI.

B cmywae eciu wuwHpOpManmMoOHHAas ~CHCTeMa co3daeTcsa Ha 0Oasze
WH(POPMAITMOHHO-TEIEKOMMYHHUKAITMOHHON HHQPACTPYKTYphI IIEHTpa 00pabOTKU
JaHHBIX YIIOJHOMOYEHHOTO JIMIA, Takas HHQPacTpyKTypa LEHTpa 00pabdOoTKH

JTAHHBIX JOJIKHA OBITH ATTECTOBaHA HA COOTBETCTBUE HACTOSIINM TpeOoBaHUSM.
(B pen. IIpukaza ®CTIK Poccum ot 28.05.2019 N 106)

[Ipu arrecraniuu WHHOPMAIMOHHONW CHCTEMBI JIOJDKHBI  HCTIOJB3YIOTCS
pe3yJbTaThl arTecTanuu oO0mied UHPPacTPYKTyphl oreparopa WH(POPMAIIMOHHOM
CUCTEMBI.

(n. 17.6 BBeneH Ilpukazom ®CTIK Poccum ot 15.02.2017 N 27)

Oolecnevyenne 3amMTHI MHPOPMAIIUM B X0/I€ IKCILIyaTAlNH
aTTeCTOBAHHON UH(OPMALMOHHOM CUCTEMBI

18. Ob6ecneuenne 3amuThl HWHPOPMAIIMM B  XOJ€  OIKCIUTyaTalluu
WHOOPMAITMOHHOM  CHUCTEMBI  JIOJDKHO  OCYIIECTBISATHCS ~ OMEPATOPOM B
COOTBETCTBUHM C OJKCIUTyaTallMOHHOW JOKyMEHTalued ¥ OpraHu3aIl[MOHHO-
pacropsIIUTENILHBIMU  IOKYME@HTAMHU TI0  3ammuTe WHOOpPMAIMM M BKJIIOYATh
CIICYIOIIE MEPOTIPHSITHS:

IJIAHUPOBAHWE MEPONPUITHI MO 3amuTe UHPOPMALMKA B MH(POPMALMOHHOM
CUCTEME;

aHanu3 yrpo3 6e3omnacHoctu nH(pOpMaIuu B HH(OOPMAITMOHHON CUCTEME;

yopaBieHue  (aAMUHUCTPUPOBAHME) CHUCTEMOW  3aluThl  MHGOpMaIUU
MH(OPMAITMOHHOW CUCTEMBI;

yhnpaBiieHre KoH(urypamueil MHPOPMaIMOHHON CHCTEMBI M €€ CHUCTEMOM
3alUThl HTHPOPMAIINH;

pearupoBaHHe Ha UHUUJEHTHI,
nH(pOpMUpOBaHUE U 00yUYeHHE NTepCOHANIa HH(OPMAITMOHHON CUCTEMBI;

KOHTPOJb 3a OOECIEeYEeHUEM YPOBHS  3alIUIIEHHOCTH HWH(POPMAIINH,
coaieprkarieicst B nHOOPMAIIMOHHOW CUCTEME.
(m. 18 B pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

18.1. B Xxoae miIaHUpOBaHUSA MEPONPHUATUN MO 3alUTEe HHPOPMALHUHU B
MH(POPMALIMOHHON CUCTEME OCYIIECTBIISIOTCS:

ONPENEIICHUE JIAL, OTBETCTBEHHBIX 34 IUIAHUPOBAHUE U  KOHTPOJb
MEpPOTPUATHHN 0 3aUTe UHPOPMALIMK B HUHPOPMALIMOHHON CUCTEME;
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OIIpCACIICHUC  JIMII, OTBCTCTBCHHBIX 34 BBIABJIICHHC HHIWJICHTOB H
p€arupoBaHuC HAa HUX;

pa3paboTka, yTBEp)KJIeHHE M aKTyalu3alus IJIaHa MEPOIPHUATUH MO 3alluTe
uHbOopMaIuu B HTHPOPMAIIMOHHOH cucTeME;

ONpENEICHUE  TMOpSAKAa  KOHTPOJS  BBINOJHEHUS  MEPOIPUSATHH 1O
obOecrieueHUI0  3alUThl  MHPOpMaMM B MH(GOPMAIIMOHHOW  CHUCTEME,
MPEAYCMOTPEHHBIX YTBEPAKIAECHHBIM IIJIAHOM.

[Inan mepornpusiTuii mo 3amure UHGOpPMAIMK B MH(POPMAIIMOHHON CHCTEME
YTBEPKJIA€TCI BMECTE C MPABOBBIM AKTOM OpraHa HCIOJHUTEIbHOW BJIACTH O
BBOJIC UH(DOPMAIIMOHHOW CUCTEMBI B AKCILTYaTaIHIO.

KoHTponmb  BBITIOJSIHEHUS ~ MEPOMPUATHN, TPETYCMOTPEHHBIX  IIJIAHOM
MEPONPHUATHIA TIO0 3ammTe UWHPOpMaMd B HH(DOPMAIIMOHHOW CHCTEME,
OCYIIECTBIISICTCSI B CPOKH, OTIPEICTICHHBIC YKa3aHHBIM IIJIAHOM.

(m. 18.1 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.2. B xone ananu3a yrpo3 6e3onacHocTd HHGOpMaIMK B MH(DOpMAITMOHHON
CHUCTEME B XOJI€ €€ IKCITyaTallMH OCYIIECTBIISIOTCS:

BBISIBJICHHE, aHAJIU3 U YCTPAHEHHUE YSA3BUMOCTEH HHPOPMAIIMOHHON CHCTEMBI;

aHaJIM3 U3MEHEHUs yrpo3 0e30MacHOCTH MH@PopManuu B UH(OPMAIMOHHOU
CUCTEME;

OLICHKAa BO3MOXKHBIX IIOCJIEACTBUU peanu3alud yrpo3 0e30macHOCTH
uHpopmaluu B "HOOPMAITMOHHON CUCTEME.

[leproaMYHOCTD POBENECHUS YKa3aHHBIX Pa0OT OMPEEIIEeTCs OEePaTopoM B
OpraHU3aIlMOHHO-PACTIOPSIAUTEIBHBIX JOKYMEHTAX MO 3al[iuTe HH)OPMAIIHH.
(m. 18.2 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.3. B xome ympaBienuss (aIMHUHUCTPUPOBAHUSA) CHUCTEMOW 3allUTHI
uHdopmauu HHHOPMAIIMOHHON CUCTEMBI OCYIIIECTBIISIOTCS:

OIpe/ieNIeHUE JIUL, OTBETCTBEHHBIX 3a yIMpaBieHUue (aJMUHHCTPUPOBAHUE)
CHCTEMOH 3aIUThl HHPOPMAITMH HHPOPMAIIHOHHON CHCTEMBI;

YIPABJICHUE YYCTHBIMU 3allMCAMU MOJIb30BaTeNIC U mogACpKaHuc B
AKTYaJIbHOM COCTOJAHHU IIpaBUJI PA3rpaHUYCHUA OOCTYIIA B I/IH(i)OpMaHI/IOHHOf/’I
CHCTCMC,

yIpaBJICHUE CPEACTBAMU 3aIIUTH HHPOPMAIIMK UHPOPMAIIMOHHOMN CUCTEMBI;

yhOpaBlieHue OOHOBICHUSMU TMPOTPAMMHBIX W MPOTPaMMHO-aNMapaTHBIX
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CPEICTB, B TOM YHCII€ CPEJCTB 3alIUThl MH(OPMALMH, C YIYETOM OCOOEHHOCTEN
GbyHKUMOHUPOBaHUS NHGOPMAIIMOHHON CUCTEMBI,

[ICHTPAJIM30BAaHHOE  YIPABIEHUE  CUCTEMOW  3aIlUThl  MHQPOPMAIUH
nH(OPMAITMOHHOW CUCTEMBI (TP HEOOXOAMMOCTH);

MOHUTOPUHT M aHAJIN3 3apETHCTPUPOBAHHBIX COOBITHH B WH()OPMAITMOHHON
CHUCTEME, CBS3aHHBIX C oOecriedeHreM Oe30macHOCTH (janee - COOBITHS
0€30I1acCHOCTH);

obecrieueHre  (QYHKIIMOHUPOBAHHUS ~ CHUCTEMBI  3allUTBl  HHQPOPMAIUH
WHOOPMAITMOHHOW CHUCTEMBI B XOJI€ €€ OKCIUTyaTallud, BKIIOYas BEICHUE
OKCIUTyaTallMOHHONW  JOKYMEHTAIlMM ©  OPTaHU3AIMOHHO-PACTIOPSIATEIHHBIX
JIOKyMEHTOB TIO 3aIuTe WH(POpMAaInu.
(n. 18.3 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.4. B xone ynpaBneHus: KOHPUrypanreidn nHHOPMAIIMOHHON CUCTEMBI U €€
CUCTEMBI 3aIUTHl HHPOPMAIUH OCYILECTBISIFOTCS:

OIIPEAEIICHUE JIUL], KOTOPBIM Pa3pelICHbl JEUCTBUS IO BHECEHUIO U3MEHEHUN
B KOHpUrypauuio UWHPOPMAIMOHHOW CHCTEMbI U €€ CHCTEMbl 3alllUThl
uH(GOpPMaIIH, U UX TTOTHOMOYHIA;

ompesereHue KOMIIOHEHTOB HWH(POPMAIIMOHHOW CHUCTEMBI U €€ CHCTEMBI
3amuUThl  MHGQOpPMANWMK, TOJICKANINX HW3MEHEHHI0O B paMKax YIIpaBJICHUS
KoHurypanueit (uaeHTudUKaus OOBEKTOB yHOpaBieHUsS KoHUTrypalumen):
IPOTrpaMMHO-AIIIapaTHRIE, TPOTPAMMHBIC CPEJICTBA, BKJIOUAs CPEJICTBA 3alUTHI
uHOpMaIMu, WX HACTPOMKM U MPOTPAMMHBIA KOJ, OKCIUTyaTallMOHHAs
JTOKyMeHTaIusi, WHTepQenchl, (ailieli M WHBIE KOMIOHEHTHI, TOJJICKAIINe
WU3MEHEHHIO U KOHTPOJIIO;

yHOpaBieHUE HM3MEHEHUSIMH HHPOPMAIIMOHHOM CHUCTEMBI U €€ CHCTEMBI
3alUThl MHQpOpMalUU: pa3paboTKa MapaMeTpoOB HACTPOMKH, 0OeCHeurnBarOUIUX
3amuTy MHGOpPMAIMK, aHaIW3 MOTEHIMAIBHOTO BO3JCUCTBUS IUIAHUPYEMBIX
M3MEHEHUH Ha oOecrieyeHune 3aluThl MH(pOpMauu, CAaHKIIMOHUPOBAHUE BHECEHUS
U3MEHEHUH B MH(POPMAIMOHHYIO CHUCTEMY M €€ CHUCTEMY 3allluThl WH(OpMAIUH,
JIOKyMEHTUPOBAHHUE JEUCTBHIA IO BHECEHUIO W3MEHEHUH B WH(GOPMAIIMOHHYIO
CUCTEMY M COXpaHEHHUE TaHHBIX 00 U3MEHEHUSIX KOH(pUTypanuu;

KOHTPOJIb JACHCTBUIN MO BHECCHHUIO N3MEHCHHI B MH(POPMAIMOHHYIO CHCTEMY
U €€ CUCTEMY 3alllUThl HH(MOPMAIIIH.

PeanuzoBaHHbIE TPOLECCHl YNPABICHUS HW3MEHEHUSMH WH(POPMalMOHHON
CHUCTEMbl U €€ CHCTEeMbI 3allUThl MHGOPMAIMU JOJKHBI BKIIOYATh MPOIECCHI
rapaHTuiiHOr0 ¥ (WJIM) TEXHUYECKOro OOCIy)KMBaHMS, B TOM 4YHUCIE
JUCTAaHIMOHHOTO (YIaJ€HHOr0), MPOTrPaMMHBIX M IPOrpaMMHO-aNNapaTHbBIX
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CPEJCTB, BKIIIOYAs CPEACTBA 3alTUTHl HHPOPMAITNHN, HHPOPMAITMOHHOW CHCTEMBI.
(m. 18.4 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

18.5. B xoe pearupoBaHus Ha UHIIUJICHTHI OCYIIECTBIISIOTCS:

oOHapyXeHHEe W WJSHTU(UKAIMS WHIIMIACHTOB, B TOM YHCJIE OTKa30B B
obcnmyxuBaHuu, c0OoeB (mepe3arpy3ok) B pabOTe TEXHUYECKUX CPEICTB,
IpOrpaMMHOTO OOeCredeHnss M CPEICTB 3alluThl WHGOpPMAIUU, HaPYIICHHUN
NpaBWJI pa3rpaHUYCHUS JOCTyNa, HEMPaBOMEPHBIX JCHCTBHIA 1O cOOpy
uHpopMaIu, BHEAPEHUN BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB) U
WHBIX COOBITUH, MPUBOAAIINX K BOSHUKHOBCHHUIO HHIIUICHTOB;

CBOEBPEMEHHOE HH(POPMUPOBAHUE TOJIH30BATEISIMU U aIMUHUCTpPATOPaAMU
JIUI, OTBETCTBEHHBIX 3a BBISBICHHWE HHIMICHTOB M PEarupoBaHUE HA HUX, O
BO3HMKHOBEHUHU WHITUJICHTOB B MH()OPMAITMOHHON CUCTEME;

aHalIn3 HWHIOUWJICHTOB, B TOM 4YHCJIC OIPCACICHUC HCTOYHUKOB W IIPHUYIUH
BO3HHKHOBCHUS MHIIMACHTOB, 4 TAKXKEC OLICHKA UX HOCJIG,HCTBPIﬁ;

IUIAHUPOBAHKME U NPUHATHE MEP IO YCTPAHEHWIO MHIMJECHTOB, B TOM YHUCIIE
10 BOCCTAHOBJICHHIO HH(POPMAIIMOHHOM CUCTEMBI U €€ CErMEHTOB B ClTyyae 0TKa3a
B OOCIyXMBaHUU WINM Tocie cOOEB, YCTPAHEHUIO TOCIEICTBUN HapyIICHUS
OpaBWJI pa3rpaHUYCHUs JOCTyla, HEMPaBOMEpPHBIX JeHCTBHIL 1O cOopy
UH(pOpMallU, BHEIPEHUSI BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpamm (BUPYCOB) U
UHBIX COOBITUH, IPUBOAAIINX K BOSHUKHOBEHHUIO MHIIUJICHTOB;

IJJAaHUPOBAHWE W MPUHIATHE Mep MO MPEIOTBPAICHUIO TOBTOPHOTO

BO3HUKHOBEHUS WHIIUJICHTOB.
(n. 18.5 BBenen Ilpukazom ®CTIK Poccum ot 28.05.2019 N 106)

18.6. B xone undopmupoBanus u oOydeHHUs IMepcoHajga MHPOPMAIMOHHOM
CHCTEMBI OCYILIECTBIISIOTCS:

uHOpMUpOBaHUE TMEepcoHAa MHGOPMAIMOHHON CHCTEMBbl O TIOSIBJICHUU
aKTyaJbHBIX yrpo3ax Oe3omacHOCTH HWHGOpMaluu, O TMpaBWiIax Oe30macHON
IKCIUTyaTallil UH(POPMAILIMOHHOM CUCTEMBI;

JIOBEICHUE JI0 TiepcoHana WHGOPMAIIMOHHOW CHUCTEMBI TpeOOBaHUU TIO
3amuTe UHPOPMaLIUU, a TaKKe MOJIOKEHUN OpraHU3allMOHHO-PACTIOPSIIUTENbHBIX
JIOKYMEHTOB 10 3allliTe MH()OPMAIIMU C YYETOM BHECEHHBIX B HUX U3MEHEHHUIA;

oOydeHue mnepcoHanga MHGOPMAIIMOHHONW CHUCTEMbI MpaBWJIaM 3KCIUTyaTalluu
OTZIETHHBIX CPEACTB 3aNTUTHI HHPOPMAIINH;

MIPOBEICHUE TMPAKTUYECKUX 3aHSATHM M TPEHHUPOBOK C MEPCOHAIOM
UH(OPMAIMOHHOW CUCTEMBI 10 OJIOKMPOBAHHUIO YIpo3 0€30MacHOCTH HHPOpMaLIUU
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" pCarnpoBaHWIO Ha MHIUJICHTHI,

KOHTPOJIb OCBEAOMIICHHOCTH TNepcoHaa HH()OPMAIIMOHHOW CUCTEMBI 00
yrpo3ax 0e30MacHOCTH WH(POPMAIMH M YPOBHS 3HAHUHN MepcoHalla MO BOIpOCaM
oOecrieyeHus 3aluThl HH(OOPMALIUH.

[leproaMYHOCTh MPOBEACHUA TMPAKTUYECKUX 3aHATHH U TPEHUPOBOK C
NEPCOHAJIOM,  MEPONPHUATUA MO  OOyYEHHIO TMEpCOHalla M  KOHTPOJIO
OCBEJOMJICHHOCTH TEPCOHAJIa YCTAHABIIMBAETCSI ONEPATOPOM B OPraHU3aIMOHHO-
pacnopsiIMTENbHBIX  JIOKYMEHTaXx 10  3aluTe HUHQOpMAlMU €  y4eTOM
0COOCHHOCTEN (PYHKIIMOHUPOBaHUS WH(DOPMAIIMOHHOM CHUCTEMBI, HO HE pexe 1
pasa B JiBa roja.

(m. 18.6 BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.7. B xome KoHTposisi 3a 0O€cledeHHEM YpPOBHS 3allUIIEHHOCTH
uHbopMaIuy, coaepxaliencs B ”HGOPMAIIMOHHON CUCTEME, OCYILIECTBIISIOTCS:

KOHTpPOJIb (aHaNM3) 3alMIIEHHOCTH HHPOPMALMK C Y4ETOM OCOOEHHOCTEM
(GyHKUIMOHUPOBaHUS MHPOPMAILIMIOHHON CUCTEMBI,

aHaIM3 W OLEHKA (PYHKUMOHUPOBAHUS HH(OPMAIIMOHHOW CHUCTEMBI U €€
CUCTEMBI 3aIlIUThl MH(OPMALIUK, BKJIIOYAsl aHAJIW3 U YCTPaHEHUE YSA3BUMOCTEH U
UHBIX HEJOCTaTKOB B (YHKUHMOHHUPOBAHUM CHUCTEMBI 3allUThl HH(GOpMALUU
UH(OPMAIMOHHOW CUCTEMBI;

JOKYMEHTHPOBAHUE TPOIEAYpP W PE3YyJIbTAaTOB KOHTPOJIA 3a obOecreueHueM
YPOBHSI 3alIMINEHHOCTH WHGOpMAINK, coAepKamieiics B UHOOPMAIMOHHON
CUCTEME;

MPUHATHE PEIICHUS IO Pe3yibTaTaM KOHTPOJIA 3a OOECIEYCHHEM YpPOBHS
3AIMIIEHHOCTH WH(OpMaIMK, cojaeprKaiieicsi B UHPOPMAIMOHHON CHUCTEME, O
HEO0OXOIMMOCTH 1I0PabOTKH (MOACPHU3AIIMH) €€ CUCTEMBI 3aIIUThl HHPOpMAITUH.

Kontponr 3a o0ecrnedyeHreM ypOBHS  3alllUIIEHHOCTH HWHGOpMAIIUU,
comepkaimieiicss B WHOOPMAIMOHHOW CHUCTEME, TMPOBOJUTCS  OINEPATOPOM
CaMOCTOSITENIbHO U (MJIM) C MPUBJICUEHUEM OPTaHU3AIMHU, UMEIOLIEH JUIEH3UIO Ha
JESATEILHOCTD 110 TEXHUYECKOM 3aIUTe KOHPUACHIINAIBHON HH(OPMAITUH.

[leppomnuHOCT, TIPOBENECHHUS  KOHTPOJIS 3a  OOECIeYeHHEM  ypPOBHSA
3aIIUIIEHHOCTH WHMOpMaIuu, coaepikamieiics B MHpOpMarmoHHOW cucteme 1
KJlacca 3allMIICHHOCTH, YCTAHABIMBAETCS OIMEpPaTOpOM B OPraHU3AIMOHHO-
pacmopsIIUTENILHBIX ~ TOKYMEHTaXx 0  3amuTe HH(pOpMAlMd ¢ y4ETOM
ocoOeHHOCTeW (DYHKIIMOHMPOBAaHUA WHGOPMAIIMOHHONW CHUCTEMBI, HO HE pexe 1
pasa B roj.

[leppomuuHOCT,  TIPOBENCHUS  KOHTPOJIS 3a  OOECIeYeHHEM  ypPOBHSA
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3aIUIIEHHOCTH WH(POPMAIIHH, COIepKAIIeics B MHOOPMAITMOHHBIX CUCTEMAX 2 U
3 KJIacCOB 3aIUIICHHOCTH, YCTaHABJIMBACTCS OINEPATOPOM B OPTraHU3aIMOHHO-
paclopsSAMTENBHBIX  JOKYMEHTaxX [0 3ammre uHpopMammu ¢ ydeTrom
0COOCHHOCTEH (PYHKIIMOHUPOBAHUS WH(DOPMAIIMOHHBIX CHCTEM, HO He pexe 1 pasa
B JIBa rojia.

(n. 18.7 BBenen Ilpuxazom ®CTIK Poccum ot 28.05.2019 N 106)

Oolecnevyenne 321U THI MHPOPMAIUN NIPU BHIBO/IE U3 IKCILIYATAIIUA
aTTeCTOBAHHON UH(OPMALMOHHOM CHUCTEMBbI WIH MOCJe MPUHATHUSA
penieHusi 00 OKOHYAHMHU 00PadOTKU MH(POpMATHHN

19. Ob6ecneuenue 3anuThl WHGOPMAIMU TPU BBIBOJIE M3 OJKCIUTyaTallud
aTTeCTOBAaHHOW MH(POPMAIMOHHON CHUCTEMBbl WJIM TOCIE MPUHATHS pelIeHus o0
OKOHYaHMM  0OpabOTKH  UWH(MOpPMAIMU  OCYIIECTBISAECTCS  OMNEPaTopoM B
COOTBETCTBHUHM C OJKCIUTyaTaIl[AOHHOM JOKyMEHTallMeli Ha CHUCTEMY 3allUThl
uHbOpMaIuu uHPOPMAITMOHHOK CHUCTEMBI U OpTraHU3aIMOHHO-
paciopsSANTENFHBIMA JOKYMEHTAMH M0 3amuTe WHGOpPMAlMd W B TOM YHCIE
BKJTIOYAET:

apXMBHpPOBaHUE MH(OpMALUH, colepKallencss B MHPOPMALIMOHHON CUCTEME;

YHUUTOKEHUE (CTUPAHUE) TaHHBIX U OCTATOYHON MH(OpPMALMK C MAITUHHBIX
HocuTened wuHpopManuu U (WIM) YHUYTOKEHHE MAUIMHHBIX HOCHUTENEH
uH(popManuu.

19.1. ApxuBupoBaHue HHGPOPMALMH, COAepKaueiics B HHOOPMAIMOHHOU
CUCTEME, JIOJDKHO OCYUIIECTBISATBCA TpU  HEOOXOAMMOCTH  JalbHEWIIEro
UCIIOJIb30BaHusl TH(POPMALIUU B 1€ATEIBHOCTH OllepaTopa.

19.2. VYuuutoXeHue (CTHpaHUE) MAHHBIX WU OCTATOYHOW WHMOpPMAIUU C
MaITUHHBIX HOCHUTENEH WH(POPMAUA TIPOU3BOJUTCS TIPH  HEOOXOJIMMOCTH
nepeaadyd  MAllMHHOTO  HOCHTENsS HWHQPOPMAWK  APYTOMY  ITOJh30BaTEIIO
WHOOPMAITMOHHONW CHUCTEMBI WJIM B CTOPOHHUE OpraHW3allid IS PEMOHTA,
TEXHUYECKOTO OOCTY>KUBAHUS WIH JIAJTbHEHIIIETO YHUUTOXCHHUSI.

[Ipu BBIBOJE M3 JKCIUTyaTallMM MAIIUHHBIX HOCUTENEH WHGOpMaIu, Ha
KOTOPBIX OCYIIECTBIISIUCH XpaHEHUE U 00paboTka nH(OpMaIIMK, OCYIIECTBISAETCS
bu3MYecKOoe YHUUYTOKEHNE dTUX MAIIMHHBIX HOCUTENICH MHPOPMAIIHH.

II1. TpeboBanusi kK Mepam 3aIUTHI HHPOPMALIUM, COAEPKALIEHCH
B HHGOPMALIMOHHOM cUcTeMe

20. HOCpGI[CTBOM HUCIIOJIHCHHUA OPraHu3allMOHHBIX W TCXHHYCCKHX MCP
3allIUTHI I/IH(l)OpMa]_II/II/I, OIIPCACIIAICMBIX B COOTBCTCTBHU C IIPUIIOKCHUCM N 2 k
HaCTOAIIIMM Tpe6OBaHI/IHM H pCAIN3yCMbIX B HH(bOpMaHHOHHOﬁ CUCTEMC B paMKax
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€€ CHCTEeMbl 3allUThl HH(OpPMAIMK, B 3aBUCUMOCTH OT yIrpo3 O0e30MacHOCTH
uH(pOpMAaIUU, HCHOJIb3YEMbIX HH(MOPMAIMOHHBIX TEXHOJOTUH U CTPYKTYPHO-
(GYHKIMOHAJIBHBIX XapaKTEePUCTUK MHGOPMALIMOHHON CUCTEMBI OCYIIIECTBIISIFOTCS:

a) uaeHTHUUKAIUsi W ayTeHTU(UKAIUs CYOBEKTOB JOCTynma W OOBEKTOB
JI0CTYTIa;

0) ynpaBieHre TOCTYIOM CyObEKTOB JIOCTYIA K 00BEKTaM JJOCTYTIA;
B) OIpaHUYCHHE TPOTPAMMHON CpPEIbI;

T') 3allMTa MAIIMHHBIX HOCUTENCH HH(POpMAIIHH;

1) perucTpaiusi COOBITHI 0€30MTaCHOCTH;

€) aHTUBUPYCHAs 3allUTa;

K) oOHapyx)eHue (TIpeIOTBPAIICHNUE) BTOPKCHHUI;

3) KOHTPOJIb (aHAJU3) 3aIIUIIICHHOCTH HH(pOpMaIINH;

1) LIEI0OCTHOCTh HH()OPMALIMOHHON CUCTEMBI U HH(POPMAIIHH;
K) IOCTYITHOCTh MH(pOpMAIINK;

J1) 3allliTa CPe/ibl BUPTyTU3allNH;

M) 3alUTa TEXHUUYECKUX CPEJICTB;

H) 3amuTa HUHPOPMAIMOHHOW CHUCTEMBbI, €€ CpPEJICTB, CHUCTEM CBS3H U
Nepelaun TaHHbIX;

0) 3ammTa MHOOPMAIIMOHHONW CHCTEMBI OT aTakK, HAlpaBJICHHBIX Ha OTKa3 B

00CITyKMBaHUHU.
(m. 20 B pen. Ipukaza ®CTIK Poccuu ot 28.08.2024 N 159)

20.1. Mepsbl no uaeHTU(UKAUMU U ayTeHTU(PUKAIUU CYOBEKTOB JOCTyNHa W
00BEKTOB JOCTYyMAa JIOJDKHBI 00ECIeuyuBaTh MPHUCBOECHUE CyOBEKTaM U 0OBbEKTaM
JI0CTyTNa YHUKAIBHOTO MpU3HaKa (MACHTHU(PHUKATOPA), CPABHEHUE MPEIBSIBISIEMOTO
cyOBbeKkTOM (0OBEKTOM) JOCTyINa HUACHTU(UKATOpa C TMEepPEeUYHEM MPHUCBOECHHBIX
UJECHTU(HUKATOPOB, a TAaKXKEe MPOBEPKY MPUHAJICKHOCTH CYyOBEKTY (0OBEKTY)
JI0CTyTa MPEABIABICHHOTO UM UACHTH(PHUKATOPA (TOATBEPKACHUE TIOJTAHHOCTH).

20.2. Mepsl 1O yHpaBJICHUIO JOCTYIIOM CYOBEKTOB JOCTyINa K OOBEKTaM
J0CTyna JOJDKHBI oOecreunBaTh yOpaBJI€HUWE TMpaBaMU U  IPUBHIETHIMU
CyOBEKTOB JOCTyIa, pa3rpaHUYEHUE JOCTyNa CYOBEKTOB J0CTyna K OOBeKTaM
JI0CTyTa Ha OCHOBE COBOKYIHOCTH YCTaHOBJIEHHBIX B MH(OPMAIlMOHHON CUCTEME
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MpaBUJI pa3TPaHUYCHUs JOCTYIA, a TAaKKe 00eCleuynBaTh KOHTPOJb COOJIOICHUS
ITUX MPaBUJL.

20.3. Mepsl 110 OrpaHUYEHUIO MPOTPAMMHOM cpejbl JOJKHBI 00€CTIeurnBaTh
YCTAaHOBKY M (WMJM) 3alyCK TOJBKO Pa3pelIeHHOI0 K HCHOJIb30BAaHHUIO B
UHPOPMAIIMOHHONW CHUCTEME TMPOTPAaMMHOTO OOECHEeYeHUsT WM HCKIYaTh
BO3MOYKHOCTh YCTAHOBKHM W (WMJIM) 3allyCKa 3alpelleHHOrO0 K HMCIIOJIb30BAaHUIO B
UH(GOPMAIMOHHON CUCTEME MTPOrPaMMHOTO 00ECTICUEHUSI.

20.4. Mepsl 1o 3amuTe MAIIWHHBIX HOCHUTeNeH uH(popManuu (CpeacTBa
oOpaboTku  (xpaHeHus)) HWHGOpPMALUM, CHhEMHBIE MAIIWHHBIE  HOCUTEIHU
uH(popMaIMu) JODKHBI HMCKIIOYAaTh BO3MOMKHOCTh  HECAHKIIMOHMPOBAHHOT'O
JOCTyIa K MAallMHHBIM HOCUTEJSIM U XpaHSIIEWcs Ha HUX MHPOpMallUU, a TAKKe
HECAaHKI[MOHUPOBAHHOE  HCIOJb30BAaHUE CHEMHBIX MAIIMHHBIX  HOCUTENEH
uHbOpMaLUu.

20.5. Mepsl 10 perucTpanuu COOBITHI 0€30MaCHOCTH JOJIKHBI 00€CTIeUnBaTh
cOop, 3amuch, XpaHEHHE M 3aIIUTy HHPOpMAIMU O COOBITHSX O€30MacCHOCTU B
WHPOPMAITMOHHOW CHCTEMEe, a TakkKe BO3MOXXHOCTh MPOCMOTpa W aHalu3a
uHGOPMAITUHU O TAKUX COOBITUSX U pearnpoBaHre Ha HUX.

20.6. Mepbl 110 aHTUBUPYCHOM 3aliuTe JOKHBI 00ecreunBaTh OOHAPYKEHUE
B MHPOPMAIMOHHON CHCTEME KOMIBIOTEPHBIX MporpamMMm JuOO  HMHOU
KOMIBIOTEPHONH HMH(OpMAlMK, NpPEAHA3HAYCHHON Ui HECAaHKIMOHUPOBAHHOIO
YHUUYTOXKEHUSA, OJIOKHUPOBAHMS, MOIU(PHUKALMHK, KOMUPOBAHUS KOMIIBIOTEPHOU
uHbOpMallM WIM HEUTpaTu3alldd CPEICTB 3allUThl HMH(POpPMAILMU, a TaKKe
pearupoBaHue Ha OOHApyKEHUE ITUX MPOrpamMM U HHPOPMALIMH.

20.7. Mepsl mo o0OHapYy>KEeHHIO (MPEIOTBPAILCHUIO) BTOPXKEHHM JOJDKHBI
o0ecneunBath  OOHapyXeHHe JeHcTBHUI B  MHGOPMALMOHHONW  CHCTEME,
HAlpaBJICHHBIX HA TPEIHAMEPEHHBI HECAHKIMOHHUPOBAHHBIA  JOCTYNl K
uH(pOpMaIuK, CrieUabHBIE BO3JICUCTBUS HA HHOOPMAITMOHHYIO CUCTeMY U (JIH)
uH(OPMAITUIO B IENISIX €€ JOObIBaHUS, YHUUTOKEHU S, NCKAKECHHS U OJIOKUPOBAHUS
JOCTyTa K MHPOpMAIIMU, a TAaK)Ke pearnpoBaHue Ha dTH JICHCTBHUS.

20.8. Mepbl 10 KOHTPOJIIO (aHAIM3Y) 3aIIUIIEHHOCTH WH()OPMAIUU JOJKHBI
oOecrieuynBaTh KOHTPOJIb YPOBHS 3aIMIICHHOCTH WH(OPMAIUH, COIEpIKAIICHCs B
WHOOPMAITMOHHOW CHCTEME, ITyTeM IMPOBEJACHUS MEPONPUIATHA TIO0 aHAN3Y
3aIIUIIEHHOCTH WH(OOPMAIMOHHOW CHCTEMbI M TECTUPOBAHHIO €€ CHCTEMBI
3aIUThl HHPOPMAIIHH.

20.9. Mepsl o 00€cTeueHUI0 ETOCTHOCTH HH(POPMAIIMOHHON CHUCTEMBI H
nHpopmaruu JTOJKHBI obecrnieunBaTh oOHapyKeHue dakToB
HECAaHKIIMOHUPOBAHHOTO HAPYIIECHUS IEJOCTHOCTH MH(OPMAIIMOHHON CUCTEMBI U
coJepkaileiicss B Hell uH(opMaluu, a TakXke BO3MOXKHOCTh BOCCTAaHOBJICHUS
MH(OPMAIMOHHOW CUCTEMBI M COJIepKalllelicsa B He HHPOpMaLUU.



20.10. Mepsl 1o o00ecrneyeHut0 OCTYMHOCTH HMH(POPMAIUN  JOJHKHBI
o0ecrieynBaTh aBTOPU3OBAHHBIN JIOCTYN I0JIb30BaTENIel, MMEIOUIMX IpaBa IO
TaKOMY JOCTYITy, K HH(pOpMAIMH, coepskalienicss B MH(PpOPMallMOHHON cucTeme, B
IITaTHOM pexHuMe (PYHKIIMOHUPOBAHUA WHPOPMAILIMOHHON CUCTEMBI.

20.11. Mepsl 10 3amuTe CpeAbl BUPTYAIU3ALMU JIOJKHBI HCKIIOYaTh
HECaHKIIMOHUPOBAHHBIN JOCTYyN K UH(OopMaimu, 0opadaTbiBaeMoil B BUPTyaIbHOU
UHOPACTPYKTYpEe, U K KOMIIOHEHTAM BHUPTYyIbHOW HH(PPACTPYKTYPHI, a TAKKE
BO3JICHiCTBME HAa WMH(POPMAIUIO W KOMIIOHCHTHI, B TOM YHCIE K CpeACTBaM
YIOPABJICHHUS BUPTYAJIbHOW WH(PPACTPYKTYpOH, MOHUTOPY BUPTYaJIbHBIX MAIIWH
(rumepBU30py), CUCTEME XPaHEHUS JIaHHBIX (BKJIIOYAsi CUCTEMY XpaHEHHsS 00pa3oB
BUPTYaJIbHOW HMH(PPACTPYKTYpPHI), CETH TepeAadd JaHHBIX dYepe3 DJICMEHTHI
BUPTyaJIbHOW WM  (pu3Wdeckoli HMH(PPACTPYKTyphl, TOCTEBBIM OIEPAIMOHHBIM
CHUCTEMaM, BUPTYaIbHBIM MaIllMHaM (KOHTEHHEpaM), CUCTEME U CeTH PETIUKAIIAH,
TEPMUHAIBHBIM M BHPTYaJIbHBIM YCTPOWCTBAM, a TaK)KE€ CHCTEME PE3EpPBHOTO
KOITMPOBAHUS U CO3aBAEMBIM €HO KOITHSIM.

20.12. Mepbl 1O 3alIUTE TEXHUYECKUX CPEICTB JOJDKHBI HCKIIOYaTh
HECAHKIIMOHUPOBAHHBIM JOCTYIl K CTallMOHAPHBIM TEXHUYECKUM CPEACTBAM,
00pabaThIBAIOIITIM uHdOopMaIuio, CpeACTBaM, o0ecreunBarom
GbyHKIIMOHUpPOBaHUE UH(POPMAITMOHHON CHUCTEMBI (Jajee - cpelicTBa obecreyeHus
(GYHKIIMOHUPOBAHUS ), U B TIOMEIIEHUSI, B KOTOPBIX OHU MOCTOSIHHO PACIIOIO0KEHBI,
3aIIUTY TEXHUYECKUX CPEJICTB OT BHEIIHUX BO3JEHCTBHH, a TaKXe 3allIUTy
uHpopMaluu, TPEJACTABICHHOW B BHUAEC HWH(MPOPMATUBHBIX AJIEKTPUUECKHUX
CUTHAJIOB U (DU3UYECKUX MOJIEH.

20.13. Mepsbl 1o 3amure MHOOPMALIMOHHOW CHUCTEMBI, €€ CPEICTB, CUCTEM
CBSA3M M TEpelayd JAaHHBIX JOJDKHBI oOecredyuBaTh 3alIUTy HHGOpMalUu MpU
B3aMMOJCHCTBUM MH()OPMALIMOHHOM CHUCTEMBI WJIM €€ OTAEIbHBIX CETMEHTOB C
WUHBIMU UH(OPMaIMOHHBIMU cUCTEMaMU u MH(}OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIMU  CETSIMU  TOCPEACTBOM MPUMEHEHUSI apXUTEKTYpPbl
UH()OPMAIMOHHOW CHCTEMBI, MPOEKTHBIX PEIICHUA MO €€ CUCTEME 3allUThI
uH(pOpMaIK, HapaBJIEHHBIX Ha 00eCIeYeHHE 3allUThl HH(OPMALIIH.

20.14. MepsI 1o 3ammuTe HHPOPMAIIMOHHOW CUCTEMBI OT aTak, HaMpaBICHHBIX
HA OTKa3 B  OOCTY)KMBAaHWH, JOJDKHbI TMPUHUMATHCS B  OTHOIICHUU
WH(OPMAITMOHHONW CHUCTEMbI, UMeEIoled WHTEephENHChl M CEPBHUCHI, K KOTOPHIM
JOJDKEH  OBITh  oOecriedyeH  TMOCTOSIHHBIM — JIOCTYm W3  HMH(POPMALUMOHHO-
TeJIeKOMMYHUKaIMOHHOM cetu "UuTepHeT" (nanee - ceth "MHTEpHET"), M AOIKHBI
npeaycMaTpuBaTh:

a) BbIsIBJIEHWE HMHTEP(ENCOB M CEPBUCOB HMHPOPMALMOHHON CHUCTEMBI, K
KOTOPBIM JOJKEH OBITh OOecriedeH MOCTOSHHBIN noctyn u3 cetu "WHTepHet",
OINpENEICHUE UX TPUHAIJIEKHOCTH Y HA3HAUCHUS;

0) BBIABJICHHE IYyOJUYHBIX CETEBBIX aJIPECOB, 3aPETHCTPUPOBAHHBIX 32



onepaTopoM M (WJIM) MOJYYEHHBIX OT MpoBaiifiepa XOCTUHTA, U TOMEHHBIX UMEH,
UCIIOJIB3YeMBbIX  JIJIsi  oOecneyeHus  (PYHKIIMOHMpPOBAaHUS  WHOOPMAIMOHHOU
CHUCTEMBI, OIIPEACIICHUE UX HA3HAUCHUS;

B) BBISIBJICHHE U UCKIIIOYEHHE U3 MHPOPMAIIMOHHON CUCTEMBI HHTEP(PENCOB U
CEpBHCOB HMH(OPMAIIMOHHBIX CHCTEM, K KOTOPBIM OOECTeueH TOCTYyN U3 CETH
"NnTepHer", myOIMYHBIX CETEBBIX aJIpECOB M JOMEHHBIX UMEH, HE HCIOIb3yEeMbIX
s o0ecniedyeHrss (PYHKIMOHUPOBAHUSA HMH(POPMAIIMOHHON CHUCTEMbl U (WJIH)
PUHA]JICKHOCTh KOTOPHIX HE YCTAHOBJICHA;

r) popmupoBanue nepeyHsi pecypcoB cetd "MHTepHET", ¢ KOTOPHIMU MOKET
B3aMMOJEICTBOBATh MH(POPMALMOHHASI CUCTEMA, BKIIIOYAIOLIETO HCXOMALIUN U
BXOJSIIMNA CETEBbIE NOTOKH, MX XapPaKTEPUCTUKHA U HCIOJIb3YyEMbIE IIPOTOKOJIBI
(mamee - wmaTpuia KOMMYHHKAluid WH(GOPMALMOHHOW CHUCTEMBI C CEThIO
"NnTtepnet");

1) OTpEIENICHUE CETEBBIX aJ[PECOB, C KOTOPHIMU JOJDKHO OBITH 00ECIeueHo
B3aMMOJICHCTBHE  WH(POPMAIIMOHHON  CHCTeMbI, (OPMUPOBAHHUE  CITHMCKa
pa3pelIeHHbIX CETEBBIX apeCcOB B YCIOBUSAX peall3allui aTak, HAIIPaBJICHHBIX Ha
0TKa3 B 00CITyKMBaHUU;

€) WCIIOJIb30BAHWE IPOrPAaMMHBIX, IPOrPaMMHO-ANNapaTHBIX CPEICTB,
oOecreuynBaroNX aHAIU3 U (QUIBTPALMIO CETEBBIX 3aIPOCOB B COOTBETCTBHH C
MaTpulled KOMMYHHMKaIMil MHPOpMAIMOHHON cucTteMbl ¢ ceThio "MHTepHeT" Ha
MaKCUMaJIbHO BO3MOYKHON CKOPOCTH I 3THUX KAaHAJIOB CBSI3U U BO3MOXXHOCTH
OJIOKUPOBAaHUSI ~ CETEBBIX  3alpOCOB,  OONAJAIOMIMX  TNpPU3HAKaMH  aTak,
HaIpaBJIEHHBIX HAa OTKa3 B OOCIyKMBaHWUHU, HA CETEBOM M MPHUKIATHOM YPOBHSIX
MH(OPMAITMOHHOW CUCTEMBI;

) HaJlMYMe JBYKPATHOTO pe3epBa MPOIMYCKHOW CHOCOOHOCTH KaHAJIOB
nepefayd JTAaHHBIX OTHOCHTENIBHO OOBEMOB TpauKa B YCIOBHUSX OTCYTCTBHUSA
pealin3alyy aTak, HapaBJICHHBIX HA OTKa3 B 00CITYKUBaHUU;

3) HCIMOJH30BAHMUE JTAHHBIX, MOJYYEHHBIX MpU B3auMopaeucTBuu ¢ LleHTpom
MOHUTOPHUHTA U YIIPABJICHUS CEThIO CBSI3U O0IIEro mojs3oBanus <1(1)>;

<1(1)> Ilynkr 4 Ilonmoxenus o LleHTpe MOHUTOPHHIA U YHPABICHUS CETHIO
CBs3M OOILIEro MOJb30BaHUS, YTBEPKACHHOIrO mnpukasoM Pockomuamzopa ot 31
utosist 2019 r. N 225 (3apeructpupoBan Muntoctom Poccun 22 Hos0ps 2019 r.,
peructpauoHHblii N 56583), ¢ U3MEHEHHSIMH, BHECEHHBIMU MPUKA30M
PockomMHuanzopa ot 24 anpens 2024 r. N 73 (3apeructpupoBan Muntoctom Poccuu
6 utoHs 2024 1., peructpaunonubii N 78486) (nmanee - Ilonoxenue o Llentpe
MOHUTOPHUHTA).
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1) obecrieueHre XpaHEHHS B TEUCHHUE TPEX JIET Cleayromeid nHpopMamuu o
dakTax peanm3alyl aTak, HAMPABICHHBIX HAa OTKa3 B OOCITYy)XKHMBaHWH: JaTra U
BpeMs Hayaja M OKOHYAHHWS peajv3allid aTakd, TUIl araku, oobem (I'Out/c,
CETEeBBIX MAKETOB/C), IEPEUCHD CETEBBIX AJPECOB, SBJIIONIMXCSA UCTOYHUKOM aTak,
Y CETEBBIX aJIPECOB, MOJIBEPIKEHHBIX aTaKkaM, IPUHUMAEMbIC MEPHI.

(. 20.14 BBeneH [Ipukazom ®CTIK Poccun ot 28.08.2024 N 159)

21. Beibop Mep 3amuThl HHQOpManMU I HMX  pean3allid B
WHOOPMAITMOHHOW CHUCTEME B paMKaxX €€ CHCTeMbl 3alluThl HH(pOpMaIUU
BKJIFOYACT:

ompeneynieHre  0a30BOro Habopa Mep 3amuThl  uHGOpMAIUUA IS
YCTAaHOBJICHHOTO  KJlacca  3allUINCHHOCTH WH(OPMAIIMOHHOW CHCTEMBI B
COOTBETCTBUU C 0a30BBEIMU HabOpamMu Mep 3aluThl HH(POPMAIUU, MPUBEICHHBIMU
B nipwiiokeHuu N 2 K HacTosmuM TpeOoBaHMsIM;

aganTaiuio 6a30BOro Habopa Mep 3amuThl UHPOPMAIUA TPUMEHUTEIHHO K
CTPYKTYPHO-(DYHKIIMOHAJILHBIM  XapaKTEepPUCTUKAM HWH(MOPMAIIMOHHOM CHUCTEMBHI,
UH(OPMAIMOHHBIM TEXHOJIOTHSIM, 0COOEHHOCTSIM (YyHKIMOHUPOBAHUS
WH(POPMAITMOHHON CHCTEMBI (B TOM YHCJIE PEAYCMATPUBAIOIIYIO UCKIIIOUCHUE U3
0a3oBoro Habopa Mep 3aluThl KHPOPMAIIMU MEP, HETIOCPEICTBEHHO CBSI3aHHBIX C
WH(POPMAIIMOHHBIMU TEXHOJOTUSIMU, HE HCIOJb3YyeMbIMH B HH(OPMaLMOHHON
CUCTEME, WJIA  CTPYKTYPHO-(QPYHKIMOHAIbHBIMU  XapaKTEPUCTHUKAMU,  HE
CBOMCTBEHHBIMU UH(OPMAITMOHHON CUCTEME);

yTOYHEHWE aJalTUPOBAHHOTO 0a30BOro HaboOpa Mep 3aIuThl HHGOPMAITUH C
y4e€TOM HE BBIOpAaHHBIX paHee Mep 3alluThl HHPOpPMAIUU, MPUBEACHHBIX B
npuioxkeHuu N 2 k HacTosmuM TpeOoBaHUSAM, B pe3ysbTaTe Y€TrO OMPEAeIIOTCS
MephbI 3alllUThl HH(OpMAIMKU, 00ecreunBarolIe OJIOKHUPOBaHNUE (HEUTpaTU3ALUIO)
BCEX yrpo3 Oe3omacHOCTH UH(GOpPMAIMU, BKIIOYEHHBIX B MOJENIb YIPo3
0e3omacHOCTH HH(pOpMaALUK;

JIOTIOJTHEHUE YTOYHEHHOTO aJallTHPOBAHHOTO 0a30BOT0 HaOOpa Mep 3alluThI
uH(popMaIUu MepaMu, OOECIICYMBAIOIIMMH BBITIOJIHEHHE TPEOOBAHUM O 3aIIUTE
nH(pOpMary, YCTaHOBJICHHBIMH WHBIMH HOPMATHUBHBIMH TMPABOBBIMH aKTaMU B
obyacT 3amuThl HHOOPMAILIMK, B TOM YHCIIe B O00JACTH 3alIUTHl TIEPCOHAIBHBIX
JTaHHBIX.

Jlns BBIOOpa Mep 3amuThl MHGpOpPMAIUMU JJI COOTBETCTBYIOIIETO Kjacca
3aIUIIEHHOCTH WH(OPMAIMOHHOM CHUCTEMBI TMPUMEHSIOTCI METOJIUYECKUE
JIOKyMEHTHI, pa3padoTtanubie U yTBepkeHnbie ®CTIK Poccuu B cooTBeTCTBUU €
noamyHkToM 4 ynkra 8 [onoxenus o denepanbHO CiTyk0€ M0 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIKO, YTBEpKJAEHHOTO Ykazom IIpesmmenta Poccuiickon
®epnepanuu ot 16 aBrycta 2004 r. N 1085.

22. B undopmaImoHHONH CUCTEME COOTBETCTBYIOIIETO KJlacca 3allUIEeHHOCTH


https://login.consultant.ru/link/?req=doc&base=RZR&n=488983&dst=100027
https://login.consultant.ru/link/?req=doc&base=RZR&n=461502&dst=100086

B paMKax €€ CHCTEMBbI 3alUThl WH(POpMaIUK JOJIKHBI OBITH PEeaTM30BaHbI MEPHI
3aIUThl UTHPOPMAIUH, BHIOpaHHBIE B COOTBETCTBUU C MYHKTOM 21 HACTOSIIUX
TpeboBanuii U obOecreunBarone OJOKUPOBaHME (HEHTpaM3allUi0) BCEX Yrpo3
0e30macHoCTH UH(pOPMAITUH.

[Ipu sToM B HMHPOPMALMOHHON cCHUCTEME JAOIKEH ObITh, KaK MHHHMYM,
pealin30BaH aJanTHUPOBAaHHBIM 0a30BbI HAaOOp Mep 3aluThl HHPOpPMAIHH,
COOTBETCTBYIOIIMN YCTaHOBJICHHOMY KJIacCy 3aIIMIIEHHOCTH WH(OPMALMOHHON
CUCTEMBI.

22.1. B cnyuyae eciaum Mepbl 3aliuThl UHGOpPMAIlMM, pealu30BaHHBIE B
WH(POPMAITMOHHO-TEIEKOMMYHHUKAITMOHHON HHPPACTPYKType IIEHTpa 00pabOTKU
JIAHHBIX, OO0€eCleuYnBalOT OJIOKUPOBAHUE Yrpo3 0Oe30MacHOCTH HHGOpPMAIINH,
aKTyaJIbHBIX Ul (DYHKIIMOHUPYIOIIEH Ha ero 0aze MH(GOPMAIIMOHHOW CHUCTEMBI,
OPUHATHE  JOMOJHUTENBHBIX ~ MEp  3aluThl  HWHPOPMAUA B  JTAHHOU
uH(OpMaIMOHHOW cucteMe He TpeOyerca. Ilpu sToM mMmoiaHOMOYHMS B YacTh
3alUThl  WH(OpPMAIMK JTOJDKHBI  OBITh  pachpenesieHbl MEXIy OIepaTopoM
nH(MOPMAITMOHHON CUCTEMBI u ornepaTopomM uH()OPMAITMOHHO-
TEJICKOMMYHUKAIIMOHHON MHPPACTPYKTYPHI IIEHTpa 00pabOTKH JaHHBIX.

(n. 22.1 BBeneH IIpukazom ®CTIK Poccum ot 28.05.2019 N 106)

23. IIpy HEBO3MOKHOCTH peain3aliii B HHPOPMAIIMOHHON CUCTEME B paMKax
€€ CHCTeMBl 3allUThl HWHQPOPMAIMH OTACIBHBIX BBIOPAHHBIX MEpP 3alllUTHI
uH(pOpMAaIUU Ha dTanax ajganTaruu 0a30BOro Ha0Opa Mep 3allUThl MHPOpPMAIIUU
WM YTOYHEHUS aJanTUPOBAaHHOTO 0a30BOTO Habopa Mep 3aluThl UH(POpMaIUU
MOTYT pa3padaThIBaThCsl MHBIE (KOMIIEHCUPYIOIINE) MEPHI 3aIUThl HHPOPMAIIUH,
oOecrieuynBaIIMe  aJeKBaTHOE  OJIOKUpOBaHWE  (HEUTpaIu3aluio)  yrpo3
6e3omacHOCTH UH(OPMAITUH.

B »atoM ciydae B xome pa3pabOTKU CHUCTEMBI 3alIUThl HHGOPMAIIH
MH(OPMAIMOHHOW CUCTEMBI JOJDKHO OBITh MPOBEACHO 0OOCHOBAHUE MPUMEHEHUS
KOMICHCUPYIOMIMX MEp 3aluThl WHGOpMalMH, a TMpH aTTeCTAI[MOHHBIX
UCIBITAHUSAX OLIEHEHA JJOCTaTOUYHOCTh U a/IeKBaTHOCTh JAHHBIX KOMIIEHCHUPYIOLINX
Mep 151 OJIOKMpOBaHUs (HEUTpaiu3alun) yrpo3 0e30macHOCTH nH(OpMaIuu.

24, Mepsl 3ammThl  MH(QOpPMAIMKM  BBIOMPAIOTCS W PEATM3YIOTCS B
WH()OPMAITMOHHONW CHCTEME B paMKax €€ CHCTEMBI 3alllUThl HH()OPMAITUHU C YIeTOM
yrpo3 0Oe3omacHOCTH WH(GOpPMALMK TMPUMEHUTEILHO KO BCEM OOBEKTaM W
CyOBeKTaM JIOCTyNla Ha alllapaTHOM, CHCTEMHOM, NPHUKIAQAHOM W CETEBOM
YPOBHSIX, B TOM YHCJIC B CPEJIC BUPTYAITH3aIIUN U 00JIaYHBIX BEIYUCICHUN.

25. OpraHu3allMOHHBIE MEpbl W  CpPEACTBAa 3alUThl  MHGOpPMALINH,
IpUMEHsEeMbIe B MHPOPMAIIMOHHOM cucTeMe, T0JKHBI 00€CTIeYnBaTh:

B MH(QOPMAIIMOHHBIX cHCTeMax | Kiacca 3allUIEeHHOCTH - 3allUTy OT YIpo3
0e30macHOCTH UH(OPMAIUH, CBSI3aHHBIX C JCHUCTBUSIMU HAPYIIUTENIEH C BRICOKUM
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INOTCHIINAJIOM,

B MH(QOPMALIMOHHBIX CUCTEMAaX 2 KJAacca 3alllUIIEHHOCTH - 3allUTy OT yIpo3
oe3omacHocTH MHGOpPMAIMKM, CBA3aHHBIX C JCHCTBUAMM HapylIuTenel ¢
MOTESHITNAIIOM HE HUKE YCUIICHHOTO 0a30BOTO;

B MH(POPMAIMOHHBIX CHCTEMaX 3 KJiacca 3allUIIeHHOCTH - 3alUTy OT Yrpo3
Ooe3omacHOocTH MHGOpPMAIMKM, CBA3AaHHBIX C JCHCTBUSAMHU HapyUIUTENEH C
MOTEHIMAJIOM He HUXKe 0a30BOro.

[ToTeHman HapylmuTeneil onpenesieTcss B X0/le OLUEHKH UX BO3MOXKHOCTEM,
IPOBOJMMON TpU  OMPENEICHUH yrpo3 0Oe30macHOCTH uH(popManuu B
COOTBETCTBUH C MyHKTOM 14.3 Hacrosumx TpeboBaHuii.

OneparopoM MOXeT OBbITh MNPUHATO pEIIEHHEe O TMNPUMEHEHHH B
MHQOPMALIMOHHON CHUCTEME COOTBETCTBYIOLIETO KJlacca 3alIUIIEHHOCTH MeEp
3amThl  MHpOpManuy, OOeCHeuMBaIONIMX 3alIUTy OT Yrpo3 0e30MacHOCTH
UHPOpMALINH, pealu3yeMbIX HApyIIUTEIIMU ¢ 00JIee BEICOKUM MOTEHIINATIOM.

(m. 25 B pex. Ilpukaza ®CTIK Poccuu ot 15.02.2017 N 27)

25(1). OpraHu3aliMiOHHBIE  MEPHI, HampaBJICHHbIE  HAa  3alUTy
WH()OPMAITMOHHONW CHCTEMBI OT aTak, HAlPaBJIEHHBIX HA OTKAa3 B OOCIIYy)KHMBaHUU,
JOJKHBI TIPEyCMaTPUBATh:

a) B3aMMOJICMCTBUE C TOCYJAPCTBEHHOM CHUCTEMONl  OOHapy>KeHUs,
NPEAYNPSKACHUS W JIUKBUAAIIMK TIOCJICACTBHH KOMITBIOTEPHBIX aTaK Ha
uHdopmarmonnasie pecypcsl Poccuiickoit deneparu <1(2)>;

<1(2)> lMognyukT "0" mynkra 2 Yka3a IIpesuaenta Poccuiickoit @enepanmu
ot 22 nexabpst 2017 r. N 620 "O coBepilieHCTBOBaHUM TOCYAAPCTBEHHONW CUCTEMBbI
oOHapyXeHHs, MPEIyNpexaACHUS U JUKBUJIALUU TOCIEICTBUN KOMIIBIOTEPHBIX
aTak Ha uHMopMaImoHHbIe pecypchl Poccutickoit deneparum’.

0) B3aUMOJCHCTBHE B AaBTOMATU3UPOBAHHOM pexume ¢ llenTpom
MOHUTOPHUHTA U YMPABIEHUS CETHIO CBsI3U 00IIeTo mojs3oBanus <1(3)> B pamkax
MPOTUBOJICHCTBUS aTakaM, HAPaBIICHHBIM Ha OTKa3 B 00CITY)KHBaHUU;

<1(3)> Ilynkr 5 [lonoxenus o LlenTpe MOHUTOpPUHTA.

B) B3aUMOJCIICTBHE C MPOBANWIEpPOM XOCTMHra WA OpraHU3alUeH,
MIPEIOCTABISAIOLIEH YCIIYTH CBSI3H;
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I') ONpEAENICHHE MOpPsAKa B3aUMOJACHCTBUSA C NPOBAAEPOM XOCTHHIA WIIH
OpraHM3alMel, IPEAOCTABIAIOIIEN  yCIyrd  CBA3U, 10  COBMECTHOMY
OJIOKUPOBAaHUIO aTaK, HANpaBICHHbBIX HAa OTKa3 B OOCIY)KMBaHWU, U
pa3rpaHUYEHMIO 30H OTBETCTBEHHOCTH IPU TaKOM OJIOKHMPOBaHUM;

1) obecrieueHre JOCTYIMHOCTH U3 ceT "MHTepHeT" uHTepdeiicoB U CEpBUCOB
WH()OPMAITMOHHOW CHUCTEMBI, TMOJJICKANTUX 3alUTe OT aTaK, HAMpPaBICHHBIX Ha
OTKa3 B OOCITy)KMBaHWH, MO COTJIACOBAHHUIO CO CTPYKTYPHBIM MOAPA3ACIICHUEM,
CHEIUAIUCTaMU MO0 3aluTe WHGOPMAIMK TOCJIEe MPUHATAS MEp MO KOHTPOJIO U
buIbTpaMM UCXOJAIIETO U BXOJAIIETO CETeBOro Tpaduka B COOTBETCTBUH C
MaTpHUIle KOMMYHUKAIIUA HHGOPMAITMOHHON CUCTEeMBI ¢ ceThio "MHTepHeT";

€)  BO3MOXHOCTb  pa3MelleHus:  MH(OPMAIMOHHOW  CHUCTEMBbI B
UH(OPMAITMOHHO-TEIICKOMMYHUKAIIMOHHOM uHPPaACTPYKTYype npoBaijepa
XOCTUHTa, O00€CIeYMBAIOUIero 3allUTy OT aTak, HaIlpaBJICHHBIX Ha OTKa3 B
00CTyKMBAaHUM, UM OCYIIECTBICHHE 3allUThl MH(OOPMALMOHHBIX CUCTEM IyTEM
NepeHanpaBICHUs] CETEBOro Tpaduka Ha MPOrpaMMHO-aNMapaTHBIE CPEJCTBa
OpraHu3alMK, OKAa3bIBAIONIEH YCIAyrd 10  KOHTPOIIO, QUIbTpAMA U
OJIOKUPOBAHUIO  CETEBBIX  3alpOCOB, OOJajalolUX  [pPU3HAKAMHU  aTak,
HaMpaBJICHHBIX HA OTKa3 B OOCIY)XMBAaHWU, TPH OTCYTCTBUU TEXHHYECKOU
BO3MOXKHOCTH Yy  Oleparopa  CaMOCTOSITEIbHO  OpPTaHM30BaTh  3allUTy
MHGOPMAITMOHHBIX CUCTEM OT aTaK, HalPaBJICHHBIX HAa OTKa3 B OOCITYyKHBaHUH.

(m. 25(1) BBenen IIpukazom @CTIK Poccunu ot 28.08.2024 N 159)

25(2). [IporpaMMmHoO-anmapaTHele  CpPEACTBA,  HUCHOJIb3YEMbIC  JJIS
OCYIIECTBICHUSI KOHTPOJIsA, (UIbTpalud M OJOKUPOBAHUS CETEBBIX 3aIlPOCOB,
obOnagaronmx MTpU3HAKAMU aTaK, HAMpaBJICHHBIX HAa OTKa3 B OOCIYyXWUBaHUH,

JOJDKHBI OBITH PACIIONOXKEHbI Ha TeppuTopun Poccuiickoit denepanuu.
(m. 25(2) BBenen [Ipukazom @CTIK Poccuu ot 28.08.2024 N 159)

26. TexHuueckre Mepbl 3alIUThl MH(OPMAIMU PEATU3YIOTCS MOCPEACTBOM
OPUMEHEHUsI CPEACTB 3allUThl HMH(POPMAllMM, B TOM YHUCJIE MIPOrPaMMHBIX
(mporpaMMHO-aNmnapaTHbIX) CPEACTB, B KOTOPBIX OHU PEaJM30BaHbl, UMEIOIINX
HeoOxoaumble GyHKIMH Oe3omacHocTu. [Ipu sTom:

B MH(OpPMAIMOHHBIX CcHCTeMax | Kiacca 3alMIIEHHOCTH TPUMEHSIOTCS
cpeAcTBa 3ammThl uHGOpMANMU HE HIKe 4 Kiacca, a TakXke CpeAcTBa
BBIYUCIIUTEILHON TEXHUKHU HE HUXKE 5 KJlacca;

B HMH(GOPMALMOHHBIX CHCTEMaxX 2 KJjacca 3allUIIEHHOCTH MPUMEHSIOTCS
cpeAcTBa 3amMThl HMHGOpPMAIMM HE HIKE 5 Kilacca, a TakXke CpeAcTBa
BBIUMCIUTEIbHON TEXHUKHU HE HIKE S5 Kitacca;

B HMH(POPMAIMOHHBIX CHCTEMax 3 Kiacca 3allyIIeHHOCTH IPUMEHSIIOTCS
cpeacTBa 3amuThl MHGOpMaUK 6 Kiacca, a TakKKe CpPe/CTBa BBIUUCIUTEILHOU
TEXHUKHU HE HUKE S5 KJ1acca.
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B wunbopmanmoHHBIX cucTemax | Kiacca 3aIIMIICHHOCTH MPUMEHSIOTCS
cepTuUIMPOBaHHBIE CPEACTBA 3alTUTHl MH(POPMAIUH, COOTBETCTBYIOIINE 4 WIH
Oornee BBICOKOMY YPOBHIO AoBepHus. B mHpOpMammoHHBIX cucTeMax 2 Kiacca
3aIIUIICHHOCTH  MPUMEHSIOTCS  CepTU(UIIMPOBAHHBIE  CPEACTBA  3AIUTHI
uHPOpPMAIIMK, COOTBETCTBYIOIIME 5 Wi Oojee BHICOKOMY YpOBHIO noBepus. B
WHPOPMAIIMOHHBIX ~ CHUCTEMaxX 3  Kjacca 3allMIIEHHOCTH  MPUMEHSIOTCA
CepTU(HUIMPOBAHHBIC CPEACTBA 3AIUTHI MH(POPMAIIUU, COOTBETCTBYIOIIUE 6 WM
0oJiee BHICOKOMY YPOBHIO JIOBEPHS.

(B pen. IIpukaza ®CTIK Poccum ot 28.05.2019 N 106)

Kiaccel 3amuThl M YpOBHM JIOBEPHsI OIPEIEISAIOTCS B COOTBETCTBUU C
HOopMaTuBHBIMK  nipaBoBbIMH  akTaMu OCTOK Poccuum, wu3maHHeiMu B
coO0TBEeTCTBUM ¢ noAnyHKToM 13.1 nyHkra 8 [lonoxenus o @eaepanbHoil ciyx0e
N0 TEXHUYECKOMY H OKCIIOPTHOMY KOHTPOJIIO, YTBEPKIECHHOTO YKazoM
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycta 2004 r. N 1085.

(B pen. ITpukaza ®CTIK Poccuu ot 28.05.2019 N 106)

B  wHpOpMAaMOHHBIX  CHCTEMaxX MPUMEHSIOTCS  CPEACTBA  3aIlUTHI
uHpopManuu,  cepTHPUIMPOBAHHBIE  HAa  COOTBETCTBHE  0OO0s3aTEIbHBIM
TpeboBaHMsIM 10 Oe3onacHOCTH MHpopmaruy, ycranoBieHHbIM OCTOK Poccun,
WIM Ha COOTBETCTBHE TpPEeOOBAHUSAM, YKa3aHHBIM B TEXHHUYECKUX YCIIOBHUSIX
(3aganusix o 6e3zonacHoctH). [Ipu 3TOM (PyHKIIMM O€30MACHOCTH TaKUX CPEICTB
JOJDKHBI 00SCTICYMBATh BBITIOJIHCHUE HACTOSIINX TpeOOBaHMIA.

(m. 26 B pex. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

26.1. 1lpy mpOEKTUPOBAaHMK BHOBb CO3JABAEMBIX WJIM MOJECPHU3UPYEMBIX
WHOOPMAITMOHHBIX CHUCTEM, UMEIOIMUX JOCTyn K ceTu "WHTepHeT", HOMKHBI
BbIOHMpATBhCST MapLIpyTH3aTOphl <2>, CcepTU(PUUUPOBAHHBIE HAa COOTBETCTBUE
TpeboBaHUsIM 1O Oe30macHOCTH MHGOpMaNKMK (B YaCTH PEATM30BAHHBIX B HHUX
(GbyHKUMIA 0€30MaCHOCTH).

(m. 26.1 BBenen Ilpukazom ®CTIK Poccum ot 28.05.2019 N 106; B pea. [Ipukaza
OCTIK Poccum ot 28.08.2024 N 159)

<2> Ilynxkr 4 rtnaBel Il Krnaccudukamuum cpeacts mporpaMmHOro,
TEXHUYECKOTo obecreueHus, padot u yciuyr (npuioxenue N 2 k MeToauyeckum
yKa3aHUsM 10 OCYLIECTBIEHUIO yuyeTa MH(POPMAIIMOHHBIX CUCTEM M KOMIIOHEHTOB
MH(OPMAIMOHHO-TEIEKOMMYHUKAIMOHHON ~ MH(QPACTPYKTYphl, YTBEPKICHHBIM
npukazoMm Munkomcsszu Poccun ot 31 mas 2013 r. N 127).
(caocka BBeneHa [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

27. B cnyyae o0paGoTku B UWH(MOPMAIMOHHOW cucCTeMe HHGPOpMAIINH,
coJiepKallleil mepcoHaIbHbIE JIaHHbBIE, peaii3yeMble B COOTBETCTBUM C ITyHKTaMU
21 u 22 nacrosimux TpeOoBaHMit MepbI 3alTUTHI HH(POPMAITUU:
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U1t “THGOPMAITMOHHOM CHCTeMBI | Kilacca 3amuIeHHOCTH obecrneunBaroT 1,
2, 3 1 4 ypOBHHM 3aIIUIIEHHOCTH EPCOHAIBHBIX TAHHBIX <1>;

<1> VcranaBnmBaeTcs B COOTBETCTBUU ¢ TpeOoBaHUsAMH K 3alluTe
NEPCOHAIBHBIX JaHHBIX MpU HUX 00paboTke B HH(OOPMALMOHHBIX CHCTEMax
NEPCOHANIbHBIX JaHHBIX, YTBEPXKACHHBIMU MOCTaHOBIeHUEM [lpaBuUTenbcTBa
Poccuiickoit @eneparuu ot 1 HosiOpss 2012 1. N 1119.

JU1s1 ’H(POPMAIIMOHHOM CUCTEMBI 2 Kjlacca 3allUIIEHHOCTH 00eCeunBaroT 2, 3
1 4 YpOBHHU 3alTUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX <*>;

111 “THPOPMAIIMOHHOM CHUCTEMBI 3 Kjlacca 3alMIIEHHOCTH 00eCTIeunBaloT 3 1
4 ypOBHU 3alTUIIICHHOCTH MEPCOHAIBHBIX TAHHBIX <*>;

a03ar uckimoueH. - [Ipukaz ®CTOK Poccnn ot 15.02.2017 N 27.

28. Ilpm wucnonb3zoBaHMM B HMHPOPMALMOHHBIX CHCTEMAaX HOBBIX
UH(OOPMAITMOHHBIX  TEXHOJOTUM ¥  BBISIBICHUU  JOTOJHUTEIBHBIX  YIPO3
oe3omacHocTH WH(MOpPMAIMK, IS KOTOPBIX HE OMNpPENETCHbI MEphl 3allUThI
uHdOpMaIuu, JIOJDKHBI  pa3palbaThiBaThCd  KOMIICHCHPYIOIIME  MEphl B
COOTBETCTBHUH C ITYHKTOM 23 HacTosumx TpeboBaHmMii.

[Ipunoxenue N 1

kK TpebGoBaHUsAM O 3aIUTe UHPOPMALIUH,

HE COCTaBIAIOILIEH IrOCYJapCTBEHHYIO TaliHYy,
COZEpIKAILENCS B TOCYJAPCTBEHHBIX
UH(OPMAITMOHHBIX CHCTEMAaX

OIIPEJIEJIEHUE KJACCA 3AIIUIIEHHOCTH HH®OPMAIIMOHHOM
CUCTEMbI

Cnucok U3MEHSIONHNX JOKYMEHTOB
(B pen. Ilpukaza ®CTIK Poccum ot 15.02.2017 N 27)

1. Knacc 3amumnieHHoctd uHpopmanuonHoit cuctemsl (mepsbiii kinace (K1),
BTOpoil knacc (K2), tpernit knacc (K3)) onpenensiercs B 3aBUCUMOCTH OT YPOBHSA
3HauynMoctu uHpopmainmu (Y3), obpabarbiBaeMoil B 3TOH HH(DOPMALMOHHON
cuctemMe, M  Macmtaba  UHPOPMAMOHHOM  cucteMbl  ((emepanbHBI,
pETHOHATBHBIN, 00HEKTOBBIN ).
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(B pen. IIpukaza @®CTIK Poccuu ot 15.02.2017 N 27)

Kiacc 3ammumennoctu (K) = [ypoBeHb 3HaUMMOCTH MHGOpPMAIIUK; MaciiTad
CHUCTEMBI .

2. YpoBeHb 3HAUNMOCTU MH(OPMAIIUK OTIPENEesieTcsl CTENEHbI0 BOZMOKHOTO
yiepba s obnagatens uHbopMmanuu (3akazuuka) U (Wiau) omeparopa oOT
HapylIeHUs KOH(PHUACHUMATLHOCTH (HEMpaBOMEpPHBIE JOCTYI, KOMNHUPOBAHHE,
IPEIOCTaBIIEHUE WM  PACIpPOCTPAaHEHHE), IIEJIOCTHOCTH  (HEMpaBOMEPHBIE
YHUUYTOXKEHUE WM MOAM(PUIMPOBAHHE) WM JOCTYNHOCTH (HEMpaBOMEPHOE
OoxkupoBanue) HHGOPMAIIHH.

V3 = [(koHpUIEHIMAIBHOCTh, CTENEHb YyliepOa) (1IeTOCTHOCTh, CTEICHb
yiiep0a) (I0CTYymHOCTh, CTENEHb yiiepoa)],

r7ie CTENEeHb BO3MOXKHOIO yIiepoa onpenensercs obianareneM uHbopmanuu
(3aka3uukoM) W (WJIM) OINEPATOPOM CAMOCTOSTENIBHO JKCIEPTHHIM WJIM WHBIMU
METOIaMH B MOXET OBITh:

BBICOKOM, €CJIM B pe3yJbTaTe HApPYIICHHUS] OJHOIO M3 CBOMCTB 0€30MaCHOCTH
uHpopMaluu (KOH(QUICHIMAIBHOCTH, LIEIOCTHOCTH, JIOCTYIMHOCTH) BO3MOXHBI
CYLIECTBEHHBIE HEraTHBHBIE IIOCJIEACTBUS B COLMAJIBHOM, IOJIUTHYECKOM,
MEXIyHApOJIHOM, HOKOHOMHUYECKOH, (PMHAHCOBOM WM  HMHBIX  00JacTsIX
NEeATEIbHOCTH U (MJIM) MH(POpPMallMOHHAs cucTemMa U (win) oneparop (oOnaaareinb
uH(pOpMAaIK) HE MOTYT BBITIOJHITH BO3JIO’KEHHbBIE HA HUX (DYHKIUY;

CpEIHEeH, eCIi B pe3yJIbTaTe HapyIICHUsS OJHOTO M3 CBOMCTB 0€30MacHOCTH
uHdopmaruu (KOHPUACHIIMAIBHOCTH, IIEIOCTHOCTU, JOCTYIMHOCTH) BO3MOXKHBI
YMEPEHHbIC  HETAaTUBHBIE  TIOCIEJACTBUS B  COLMAIBHOM, TMOJUTHYECKOM,
MEXIyHAPOJIHOM, DKOHOMHUYECKOW, (PUMHAHCOBOM WM  HMHBIX  00JIaCTIX
JeATEIbHOCTH U (WJIM) MH(pOpMalMOHHas cuctemMa u (win) omneparop (oOimaagaTenb
uH(pOpMaIMK) HE MOTYT BBIMOJHATH XOTSI Obl OJHY W3 BO3JIOKEHHBIX HAa HHX

byHKIH;

HU3KOW, €CIM B Pe3yJbTaTe HAPYIIEHUS OJHOTO W3 CBOWCTB 0€30MacHOCTH
nHpopmaruu (KOHPUICHINAITBHOCTH, IEIOCTHOCTH, JOCTYITHOCTH) BO3MOXKHBI
HE3HAUUTEJbHbIE HETaTUBHBIC TMIOCJIEACTBUS B COIMUAIBHOM, MOJTUTHYECKOM,
MEXIYHAPOJHOM, OSKOHOMHUYECKOW, (UHAHCOBOW WJIM HMHBIX  00JIACTSIX
JeATeIbHOCTH U (WiM) uH(pOopMaIMoHHas cuctema u (Wiu) oreparop (o0iamarenb
uHPOpMAIlMK) MOTYT BBITIOJNHSATH BO3JIOKEHHBIE Ha HUX (QYHKOHH C
HEI0CTaTOYHOU 3()(HEKTUBHOCTHIO UJIH BBITOJIHEHNE (DYHKITUH BO3MOKHO TOJIBKO C
NIPUBJICICHUEM JIOTIOTHUTEIHHBIX CHJI M CPEJICTB.

Nudpopmanusa umeeT BHICOKUN ypoBeHb 3HauuMocTH (Y3 1), ecnu XoTs Obl
JUIS OJHOTO M3 CBOWCTB Oe3omacHocTH HHpopMmammu (KOH()HUIESHIUATBHOCTH,


https://login.consultant.ru/link/?req=doc&base=RZR&n=213978&dst=100057

LEJIOCTHOCTH, TIOCTYITHOCTH) OTIpeiesieHa BhICOKasl cTerneHp yuiepoa. Mudpopmanus
uMeeT cpeqHuil ypoBeHb 3HauuMocTu (Y3 2), ecnu xoTs Obl 11 OAHOTO M3
CBOMCTB Oe3omacHocTH uHGMOpMauu (KOHPUACHIIMAIBHOCTH, LIEJIOCTHOCTH,
JIOCTYITHOCTH) OIpe/esieHa CPeAHssl CTENeHb yuiepoa U HeT HU OJHOIO CBOMWCTBA,
JUTsl KOTOPOTO OTpEJIesieHa BhICOKAs cTeneHsb yuiepoa. MHpopmanusa umeer HU3Ku
ypoBeHb 3HaunMocTH (Y3 3), eciu 1151 BCEX CBOMCTB 0€30MacHOCTH MH(OpMaIIUU
(koH(UACHITUATBEHOCTH, IIEJIOCTHOCTH, JIOCTYITHOCTH) OIpPEIEICHbl HU3KHE
CTEMeHH yiepoa.

Ao63ar nckmroueH. - [Ipukaz ®CTIK Poccun ot 15.02.2017 N 27.

[Ipu oOpabGoTke B UHPOPMAIIMOHHON cHUCTEME JBYX U 0Oojiee BHUJIOB
uHpopmanuu (ciyxkeOHasi TaliHa, HaAJOToBas TallHAa M WHBIC YCTAHOBJICHHBIC
3aKoHO/aTeILCTBOM Poccuiickoit deneparuu BUabl HHOOPMAIIUK OTPAaHUICHHOTO
JI0CTyTa) YpOBeHb 3HauUMOCTH uH(popMmainuu (Y3) ompenensTcss OTACIbHO IS
Kaxa0oro Buaa uHbopmaruu. MTOroBbId ypOBEHb 3HAYMMOCTH HH(POpPMAIIUH,
oOpabaTpiBaeMOil B UHPOPMAIIMOHHOW CUCTEME, YCTAHABIMBAETCS 110 HAUBBICIITUM
3HAYEHUSIM CTEIECHU BO3MOKHOTO yiepoa, ONIPEICIICHHBIM TUIst
KOH(HICHIIMATEHOCTH, IEJIOCTHOCTH, OCTYITHOCTH WMH(OpMAIUU KaKJIO0TO BUJA
uHdopMaIuu.

3. UndopmanuonHas cucremMa uUMeeT QeaepaibHblii macmrad, eciau OHa
¢dynkunonupyer Ha Ttepputopun Poccuiickoit ®enepauuu (B mpegenax
dbenepaabHOrO OKpyra) U UMEET CeTMEHTHI B cyObekTax Poccuiickont deneparu,
MYHUILIMIIAJIbHBIX 00pa30BaHUSX U (MJIM) OpraHU3aUsX.

NudpopmanmoHHass cucreMa HMEET pPETrMOHANbHBIM MacmTald, ecilu OHa
dyHKUHOHUpPYET Ha Tepputropun cyowsekra Poccuiickoit ®denepanuum u umeer
CEerMEHThl B OJIHOM WJIM HECKOJbKUX MYHHUIMUIAIbHBIX 00pa30BaHUSAX M (WJIN)
IIOABEOMCTBEHHBIX U UHBIX OPTaHU3ALUAX.

NudopmanmonHass cuctemMa HMEET OOBEKTOBBIM MaciiTtad, ecid OHa
GyHKIHOHUPYET HAa OOBEKTaxX OJHOTO (eJepallbHOTO OpraHa rocy/IapCTBEHHOMN
BJIACTH, OpraHa TOCYyJapCTBEHHOM BlacTu cyObekTa Poccuiickoit ®denepanuu,
MYHHUITUTIATBHOTO O00pa30BaHUs W (WJIM) OpraHU3alMM M HE UMEET CErMEHTOB B
TEPPUTOPHAIBHBIX OpraHax, MPe/ICTABUTENbCTBAX, (PriIManax, Mo ABeIOMCTBEHHBIX
Y UHBIX OpraHu3aIusx.

4. Knacc 3amMIIEHHOCTH HWH()POPMAIIMOHHON CHUCTEMBI ONpEAesieTCs B
COOTBETCTBUH C TAOJIUILIEH:

YpoBeHb Macirad nHpopMaIrmoHHON CUCTEMBI
3HAYUMOCTH o . > - o -
HH(bOpPMAIINH eAepaJIbHBIN €rMOHAJIbHBIN ‘HEKTOBBII
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V31 K1 K1 K1
¥32 K1 K2 K2
¥33 K2 K3 K3

(tabmuma B pea. [Ipukaza ®CTIK Poccum ot 15.02.2017 N 27)

[Tpunoxenue N 2

Kk TpeboBaHusIM 0 3amUTe HHPOPMAIIUH,

HE COCTAaBJIAIOLIEH IOCYIapCTBEHHYIO TalHY,
COZEPIKALLENCS B TOCYIapCTBEHHBIX
UH(POPMAILIMOHHBIX CHCTEMaX

COCTAB

MEP 3AIIUTHBI THO®OPMAILIMU U UX BA3OBBIE HABOPDBI
JJIAA COOTBETCTBYIOUIEI'O KITACCA BAHIIMINEHHOCTHU

UHO®OPMAIIMOHHOW CUCTEMBI

Cnmcok HU3MCHAIINNUX JOKYMCHTOB

(B pen. ITpukaza ®CTIK Poccun ot 15.02.2017 N 27)

VYcnoBHoe Mepsb! 3a1UThl HTHPOPMALUH B Knaccsl
0003Ha4eH MH(POPMAILIMOHHBIX CUCTEMAX 3alUIIIEHHOCT
ue u u
HOMED uH(GOpPMaIMOH
MEPBI HOU CHCTEMBI
312 1
[. Unentudukanus u ayreHTUPHUKAIUSA CYOBEKTOB TOCTyIIa K 0ObEKTOB
noctymna (MAD)
NAD.1 WUnentuduxarms " ayreHtupukanusa| + | + | +
MOJIb30BATENeH,  ABIAIOMIMXCS  paOOTHUKAMHU
orneparopa
NAD.2 WUnentuduxarms " ayTeHTU(UKALUs + | +
yCTPOMCTB, B TOM HYHCIE CTAallMOHAPHBIX,

MOOMIBLHBIX M IMOPTATUBHBIX
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NAD.3

VYnpanenue ujieHTuuKaTopamMu, B TOM YUCIIE
CO3/1aHHueE, PUCBOCHHUE, YHUYTOXKEHUE
UJEeHTU(UKATOPOB

NAD 4

VYrpaBneHue cpeicTBaMu ayTeHTU(PHUKALUU, B
TOM YHUCJIE XpaHEHHWE, BblJaya, WHUIMATU3ALIUS,
OJIOKUpOBAaHUE CPEICTB AayTEHTU(DUKAUU U
OpUHATHE Mep B cliydae yTpaTtbl U (WIH)
KOMITPOMETAIIMH CPEJICTB ayTeHTU(UKALIUH

NAD.5

3amuta oOpaTHOHW  CBS3M TpH  BBOJE
ayTeHTU()UKAIIMOHHOW UHpOpMAIUU

NAD.6

Unentuduxanus " ayTeHTH(PUKAIIUS
MOJIB30BATENICH, HE SBISIOMUXCS PAOOTHUKAMU
omnepaTopa (BHEIIHUX MOJIb30BaTeeH)

NAD.7

WUnentuduxanus u ayreHTU(UKaANSI 00bEKTOB
¢aitnoBoit CUCTEMBI, 3aITyCKaeMBbIX u
UCIIONHSEMBIX ~ MOJyJield, OOBEKTOB CHUCTEM
ynpaBienuss  6azamMu  JaHHBIX, OOBEKTOB,
CO3/aBaeMbIX MPHUKIAJHBIM U  CHEIHAIBHBIM
IPOTPaMMHBIM 00€CIeYeHUEM, HHBIX OOBEKTOB
J0CTyTIa

I1. YmpaBnenue n10cTynoM CyObeKTOB JOCTyNa K 00BEKTaM JTOCTYII

a (YILI)

VII1

Ynpasnenue (3aBecHUE, aKTHBaIUs,
OJIOKUpOBAaHWE W YHUYTOXKEHUE) YUYETHBIMHU
3alMCsIMHU II0Jb30BaTeJICl, B TOM YHCJIE€ BHEITHUX
MOJIb30BaTEIeH

+

V1.2

Peanuzamus HEOOXOIMMBIX METOJI0B
(IMCKpPELMOHHBINA, MAaHJATHBIA, POJICBOM WM
MHOW  MeTOoJ), THUIOB  (YTEHHE,  3alllCh,
BBITIOJTHEHWE WJM HWHOW THUI) MW  MOpaBUil
pa3rpaHUyeHUs JOCTyNa

VI3

VYnpasnenue (¢punbTpanus, MaplpyTH3aLys,
KOHTPOJIb  COCIMHEHMW,  OJHOHAIIpaBJICHHAs
nepefaya M MHBIE  CHOCOOBI  yNpaBJIEHUS)
UH(GOPMAITMOHHBIMHU ITIOTOKaMH MEKIY
yCTPOMCTBAMH, CETMEHTaMH HH(POPMAIIMOHHOM
CUCTEMBI, a TaKXe MEeXAYy HH(POPMAIMOHHBIMU
cucTemMamu

V1.4

Paznenenue MOJTHOMOYHUH (poneit)




MOJIb30BaTENC, AAMHUHHCTPATOPOB W JIHII,
00ecreYnBaroOIINX (GyHKIITMOHUPOBAHUE
WHPOPMAITMOHHON CUCTEMBI

VIS

Ha3znaueHrne MUHUMaIbHO HEOOXOJIUMBIX MPaB
u IPUBUIIETUI MOJIb30BATESIM,
aJIMUHUCTpATOpaM U JIHIaM, 00eCIeunBAIOIIUM
byHKIHOHUPOBaHUE UHHOPMAILIMIOHHON CUCTEMBI

VII/L.6

OrpaHndeHre HEYCHENIHBIX TMOMBITOK BX0Ja B
WHPOPMAIIMOHHYIO ~ CHCTeMy  (moctyma K
HH(POPMAITMOHHOM CUCTEME)

VIIJL.7

[IpenynpexxaeHre TONB30BATENSl TPU  €T0
BX0JI¢ B HH()DOPMAITMOHHYIO CUCTEMY O TOM, YTO B
WHPOPMAITMOHHONW CHUCTEME PEaTM30BaHBI MEPHI
3amuUTel  WHQOpPMAIMK, W O HEOOXOJAUMOCTH
COOJIIOZICHUSI WM YCTAHOBJICHHBIX OIEPaTOPOM
npaBul 00paboTKu nHPOpMaIK

VIIJL8

OmnogselieHne Moab30BATENS M1OCHIE YCIEIIHOTO
BXOJa B HH(POPMALIMOHHYIO CHUCTEMY O €ro
OpefplAyIieM BXoAe B MH(POPMALMOHHYIO
cucTeMy

VIIJL.9

OrpanuyeHue 4uciaa NapauielbHBIX CEAHCOB
n0CTyna  JuId  KaXJAOW  Y4YEeTHOM  3alucH
M0JIb30BaTENsI UH(POPMAILIMOHHONW CUCTEMBI

VIIJI.10

biokupoBanue ceaHca JIOCTyIa B
UH(GOPMALMOHHYIO CUCTEMY nociie
YCTaHOBJIEHHOT'O BpEMEHU Oe3xaelicTBus

(HEaKTMBHOCTH) TIOJIB30BATENSI WJIM 1O €ro
3a1pocy

VL1

Pa3pemienue (3amper) JNEUCTBUN
MI0JIb30BATENEH, pa3pereHHbIX hi (o)
UACHTU(DUKAIINY U ayTeHTU(UKALIUN

VII/I.12

[lomnep>kka W coXpaHeHHWE  aTpuOyTOB
0e30macHOCTH (METOK 0€30IaCHOCTH), CBS3aHHBIX
¢ uHpopMalMeil B Mpolecce ee XpaHEHUs Hu
00paboTku

V.13

Peanuzarnus 3alUIIEHHOTO yIaJIEHHOTO
JOCTyIa CyObEKTOB AOCTYIA K 00BEKTaM JIOCTYIA
yepes BHEIIHUE UH(OPMAIMOHHO-




TCJIICKOMMYHHUKAIITUOHHBIC CCTH

YIIIA.14 PermamenTanus M KOHTPOJIb MCIIOJIB30BaHuA B| +
WH(pOpMAITMOHHOM CHUCTEME TEXHOJIOTUH
0ecrpoBOAHOTO JIOCTYIIA

YIIA.15 PermamenTanus M KOHTPOJIb MCIIOJIB30BaHusA B| +
nH()OPMAITMOHHON CUCTEME MOOMITEHBIX
TEXHUYECKUX CPEJICTB

YIIA.16 VYnpasnenue B3aMMOJIEHCTBHEM cl +
UHPOPMAIIMOHHBIMU ~ CHUCTEMaMH  CTOPOHHHUX
opraHm3anuii  (BHEWIHME  HMH(POPMAIMOHHBIE
CHUCTEMBI)

YIIA.17 OOecrieueHre AOBEPEHHOW 3arpy3ku CpPEICTB
BBIUHCIUTENbHON TEXHUKU

III. Orpanuuenue nporpammuoi cpeast (OIIC)

OIIC.1 VYnpasienue 3aIyCKOM (oOpareHusIMm)
KOMIIOHEHTOB MPOTPaMMHOTO OOECIEeYeHHUs, B
TOM  YHCJIe  ONpeAelieHHe  3aIyCKaeMbIX
KOMIIOHEHTOB, HACTpOWKa MapaMeTpoB 3aImyckKa
KOMITOHEHTOB, KOHTPOJIb 3a 3aIyCKOM
KOMIIOHEHTOB MPOTPaAMMHOT0 00eCTICYCHHSI

OIIC.2 VYrhpapieHue  yCTAaHOBKON  (MHCTAJLISLIUEH)
KOMIIOHEHTOB MPOTPaMMHOTO OOECIEeYeHHUs, B
TOM  4YHCIIE  OMNpeaeleHHe  KOMIIOHEHTOB,
MOJIJIEKAINX YCTAHOBKE, HACTPOIKA MapaMeTpoB

YCTAaHOBKM  KOMIIOHEHTOB,  KOHTpPOJb  3a
YCTaHOBKOH KOMIIOHEHTOB IPOTPaMMHOTO
obecrieueHus

OIIC.3 VYcraHoBka (MHCTATUIAINSA ) TOJBKO| +

pa3pemeHHOro0 K UCTOIb30BaHUIO MTPOTPAMMHOTO
obecnieyeHus U (MIK) €ro KOMIOHEHTOB

OIIC.4 VYnpasieHue BpeMEHHbIMU (pailiaMu, B TOM
qucie 3alpeT, paspelleHue, IepeHanpaBiIeHue
3aIlncH, ylaJeHne BpeMeHHbIX (hailioB

IV. 3amura mammuHbIX HOcuTeneit undopmarmu (3HIN)

3HN.1 VYuer MalIMHHBIX HOCUTENEH nH(popMaIu +

3HN.2 VYnpaBneHue — JOCTYNIOM K MalldHHBIM| +




HOCHUTEJISIM HH(pOpMaLlUu

3HN.3

Kontpoas nepeMeIeHus MAaIlIUHHBIX
HOCUTENEN uHdopMaIuu 3a IpEAEIbI
KOHTPOJIUPYEMOU 30HBI

3HN.4

Hckmrouenue BO3MOXKHOCTH
HECAHKI[MOHUPOBAHHOTO 03HAKOMJICHUS C
comepxkaHueM WHPOPMAIMK, XpaHSIIMIEHCs Ha
MAIlIMHHBIX HOCHUTENSIX, U (WJIM) HCIOJIb30BaHUS
HOCHUTENICH nHpopmMaru B WHBIX
WH(POPMAITMOHHBIX CUCTEMAX

3HI.5

KoHTposs ucnons3oBanus nuaTepdericoB BBOAA
(BBIBOAA) MH(pOPMAIMN HA MAIIMHHBIE HOCUTENU
uHpopmaruu

3HU.6

KonTtpons BBOma (BeIBOmA) MH(pOpMANUd Ha
MaITuHHBIE HOCUTETN HHHOPMAITIH

3HN.7

Koutpoib MOJIKJIFOUECHHUS MalIUHHBIX
HOCHUTeNel nHpopMauu

3HIN.8

YHuutoxenue (cTupaHue) uHPoOpMalMu Ha
MAaIIMHHBIX HOCHUTEJSIX TPU MX Tepefade MexIy
M0JIb30BATEISIMKU, B CTOPOHHUE OPTaHU3AIMH IS
PEMOHTa WM YTWIM3AIMH, a TaKXe KOHTPOIb
YHUYTOXXEHUS (CTUPAHUS)

V. Peructpanus coosituii 6e3onacuoctu (PCB)

PCB.1

Omnpenenenue COOBITHI 0€30macHOCTH,
MOJUICKANUX ~ PETHCTpAlliK, H CPOKOB UX
XpaHEHUs

PCb.2

Ompenenenne  cocTaBa W COIEPKAHUS
uHpopmaruu 0  COOBITHSX  0O€30MacCHOCTH,
IOJIICIKAIIUX PETUCTPAIINN

PCB.3

COop, 3amuch W XpaHeHUE HHPOPMAIUU O
COOBITHSIX 0e30macHOCTH B TEYCHUE
YCTaHOBJICHHOTO BPEMEHH XpaHEHUS

PCb.4

PearnpoBanue Ha cOou mNpu perucTpaluu
coOpITM  0€30IIacCHOCTH, B  TOM  YHCIIE
amnrapaTHble M MPOTpaMMHBIE ONIMOKH, COOM B
MexaHu3Max cOopa MHGOpPMAIUK U JOCTHKCHHUE
npenena Wik TEepernoaHeHus: o0beMa (€MKOCTH)




IHaMsITH

PCB.5 MonuTOpUHT (ITPOCMOTP, aHAIU3) pe3yJabTaToB| + | +
peructpanu  coObITMM ~ O€30MAaCHOCTH U
pearupoBaHHe Ha HUX

PCB.6 ['enepupoBaHue BpEMEHHBIX METOK W (wiu)| + | +
CUHXpPOHM3AIMsI ~ CHCTEMHOTO  BPEMEHH B
UH(POPMAIITMOHHON CHCTEME

PCB.7 3amura uHbOopMaIuu 0 coOpiTusAx| + | +
0€30MacHOCTH

PCB.8 OObecrieueHre BO3MOXKHOCTH IPOCMOTpa U
aHain3a MHQOpPMALMKU O JNEUCTBUSAX OTHENIbHBIX
M0JIb30BaTeNNe B MHOOPMALIMOHHOW CUCTEME

V1. AutuBupycnas 3ammuTta (AB3)

AB3.1 Peanm3zanyst aHTUBUPYCHOM 3aILMUTHI + |+
AB3.2 OOnoBnenne  0a3pl  JAaHHBIX  NpHU3HAKoOB| + | +
BPEIOHOCHBIX KOMIIBIOTEPHBIX nporpamm

(BUpyCOB)
VII. O6napyxenue Bropxenuii (COB)
COB.1 OOHapy>xeHue BTOP)KEHUN +
COB.2 OoHoBneHHE 0a3bl pEHIAOIIUX MPaBUI +

VIII. Kontposb (ananu3) 3amuineHHoctu uapopmaiuu (AH3)

AH3.1 Brrssnenne, aHanu3 ysa3BUMOCTEH | + | +
UHPOPMALIMOHHOM CUCTEMBI U  OIEPAaTUBHOE
YCTPAHEHHUE BHOBb BBISIBJIEHHBIX YA3BUMOCTEN

AH3.2 Kontpomns YCTaHOBKH oOHOBiEeHUH | + | +
IPOrPaMMHOTI0 o0ecrnieueHus, BKJTIOYAst
0OHOBJICHHE IIPOrPaMMHOTO oOecrnieueHus
CPEJCTB 3alUThl THPOPMALIUU

AH3.3 Kontpons pabGorocnocoOHOCTH, mapaMeTpoB| + | +
HACTPOMKHU U MPaBUIBHOCTH (YHKIIMOHUPOBAHHUS
IPOrPaMMHOT0 OOECTeueHUsI U CPEACTB 3allUTHI
uHbOopMaIuu

AH3.4 KoHTposib cocTaBa TEXHUYECKHUX CPEICTB,| *+ +

MIPOTPAMMHOTO OOECIEYEHUSI U CPEJICTB 3aIlUThHI




uHpopmaruu

AH3.5 KoHTpones mnpaBunm reHepamum W CMeHbI| + | + | +
napoJsiel MoJIb30BaTelIel, 3aBe/ICHUS U yIaJeHUs
YUETHBIX 3aliCceil MOoJb30BaTellel, peanu3aluu
IPaBWI pa3rpaHUYEHUs] AOCTYNOM, MOJHOMOYMM
110JIb30BaTeNel B MHOOPMALIMOHHON CUCTEME

IX. O6ecneuenne 1enOCTHOCTH HHPOPMAIIMOHHON CUCTEMBI U HHPOpMAITUU

(OLLT)
OLJIL.1 Kontpons LEITOCTHOCTH IIPOTPAMMHOTO + |+
obecrieueHusl, BKJIFOYAs IPOrpaMMHOE

oOecrnieyeHne CpesICTB 3aluIUuThl HHPOpMaAIUU

OLJL.2 KoHutposb LEJIOCTHOCTH uHbopMaIuy,
cojepIKalieics B 0azax JAHHBIX
UH(GOPMAIITMOHHON CHCTEMBI

OIJL.3 OOecrieueHne BO3MOKHOCTH BOCCTAaHOBJIGHUs| + | + | +
MIPOrpaMMHOTO obecrieueHus, BKJIIOYas
nporpaMMHOE OOecreueHue CpeACTB  3allUThI
uH(pOpMaIuu, MPU BO3HUKHOBEHUM HEIITATHBIX
CUTyaluu

OLlJ1.4 O6HapyxeHue u pearupoBaHue Ha + | +
NOCTYyIUIEHHE B HWH(OPMALMOHHYIO CUCTEMY
HE3allpallliBA€MbIX AJIEKTPOHHBIX COOOILIEHUI
(mrceM, TOKYMEHTOB) W MHOM WH(OpMalUU, HE
OTHOCSILUXCS K (GyHKIIMOHUPOBAHUIO
UH(GOPMAIIMOHHON CHCTEMBI (3allKTa OT criama)

OLIJL.S5 KonTpoJib COAEpKAHUS nHpopMmaruu,
nepenaBaeMol M3 HMHMOPMALMOHHON CHUCTEMBI
(KOHTEITHEpHBIM, OCHOBAaHHbBII Ha CBOMCTBax
00beKTa J0CTymna, ¥ KOHTEHTHBIM, OCHOBAaHHBIN
Ha  IIOMCKE  3alpelieHHOM K  mepenaye
uHbOpMaIlMu C UCMHOJIb30BAaHUEM CUTHATYD,
MacoK M HHBIX METOJOB), W MCKIOYEHUE
HENpPaBOMEpPHOM mepedaud HMHPOpPMAIMH U3
UH(GOPMAITMOHHON CHCTEMBI

OLJL.6 OrpaHnuyeHue mpaB MOJb30BATENECl MO BBOAY +
uHbOopMaIuu B THPOPMAITUOHHYIO CUCTEMY

OLJL.7 KonTpoiib TOYHOCTH, MOJTHOTBI u
PaBUIILHOCTH JaHHBIX, BBOJIUMBIX B




UH(OPMAIMOHHYIO CUCTEMY

OLUL8

KonTpoiib OIIIMOOYHBIX JIEUCTBUU
nojb30BaTeNie 1o BBOAY W (Wiau) Tiepenaye
uHpopMaIuu U IpeaynpexaeHue Mojab30BaTeneit
00 omMOOYHBIX NEHCTBUAAX

X. O6ecneuenmne nocrynaoctu nadopmarmu (OAT)

OJIT.1

Hcnonp3oBanue OTKa30yCTOWYHNBBIX
TEXHUYECKUX CPEJICTB

OJIT.2

PesepBupoBanre  TEXHHYECKUX  CPEHACTB,
IPOrpaMMHOTO OO€cTieueHHs], KaHaJIOB Tepeadyn
nHpopmaruu, CPE/CTB obecrnieueHus
(GYHKIIMOHUPOBAHUS MH()OPMALIMOHHOW CUCTEMBI

OJIT.3

KoHTposb 0e30TKa3HOro (PyHKIMOHUPOBAHUS
TEXHUYECKUX  CpPEACTB,  OOHapyXeHue U
JoKanu3alus  OTKa3oB  (DYHKIIMOHMPOBAHUS,
NPUHATHE MEP MO BOCCTAHOBJICHHUIO OTKA3aBILIKUX
CPENCTB U UX TECTUPOBAHUE

OJIT.4

[lepuonuueckoe  pe3epBHOE  KONMUPOBAHHE
uHopMalMu  Ha  pe3epBHbICE  MAIIMHHbIE
HOCHUTENU MH(pOopMauu

OJIT.5

ObecrieyeHre BO3MOXKHOCTH BOCCTaHOBIICHUS
uHpOpMAIlMK  C  PE3EPBHBIX  MAaIIMHHBIX
HocuTened wHbopMmanuu (pe3epBHBIX KOMUM) B
TE€YCHHE YCTAaHOBJICHHOTO BPEMEHHOTO MHTEpBaja

O/IT.6

Knacrepuzanus nHGOpMAITMOHHOW CHUCTEMBI H
(W1K) ee CerMEHTOB

OJIT.7

KoHutposb COCTOSIHHS U KauecTBa
NPENOCTABIEHUS  YIOJHOMOYEHHBIM  JIMLIOM
BBIYHCIIUTEIBHBIX PECYPCOB (MOIIHOCTEN), B TOM
qHclie 1o nepenadye nadopmanuu

XI. 3amuta cpeast Buptyanusainuu (3CB)

3CB.1

Nnentudukanus u ayTeHTU(UKams | +
CyOBEKTOB JOCTyIla W OOBEKTOB JOCTyla B
BUPTYaJIbHOH WHMPACTPYKTYpe, B TOM YHCIIE
aJIMUHUCTPATOPOB  YIPaBJICHUS  CPEACTBAMHU
BUPTYyaJIU3aIu1




3CB.2

VYrpaBieHue J0CTYNoOM CyOBEKTOB JOCTyIa K
o0beKTamM JocTyna B BUPTYaJIbHON
UHQpaCTPyKType, B TOM  4YHUCJIE€ BHYTPHU
BUPTYaJIbHBIX MAIIUH

3CB.3

Peructpanuss  coObITUid ~ O€30MaCHOCTH B
BUPTYaJIbHOU HHPPACTPYKTYypE

3CB4

VYmpasnenue (uibTparus, MapupyTHa3aius,
KOHTPOJIb ~ COEAMHEHUS,  OJHOHAIpaBICHHAas
nepeaaya) IMOTOKaMU  HMHPOPMALUU  MEXIY
KOMITIOHEHTaMU BUPTYaJlbHONH HHQGPACTPYKTYPHI,
a TaKkkKe 10  NEepUMETPY  BUPTYaJIbHON

UHOPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpyska CEPBEPOB
BUPTYaJIU3allHH, BUPTYyaJIbHOU MaIIUHBI
(koHTElHEpA), CepBEpOB yIpaBIeHUS
BUPTYyaJIA3aen

3CB.6

VYmpaBineHue mepeMenieHUEM BHPTYAIbHBIX
MamuH (KOHTEHHEpOB) W oOpabaThIBaéMbIX Ha
HUX JaHHBIX

3CB.7

KonTpouib LIEJIOCTHOCTH BUPTYAIbHOU
uHGPACTPYKTYpPHI U ee KOH(pUrypanuit

3CB.8

PesepBHoe KOIIMPOBaHUE JAHHBIX,
pe3epBUpPOBaHUE TEXHUYECKUX CPEICTB,
OpPOrpaMMHOTO  OOecreueHus  BUPTYaJTbHOM
UHPPACTPYKTYphl, a Takke KaHaJlOB CBS3H
BHYTPHU BUPTYaJIbHON HHPPACTPYKTYPHI

3CB.9

Peamu3auus w  ynpaBlieHHE AHTUBUPYCHOM
3alIUTON B BUPTYyaIbHON HHPPACTPYKTYpE

3CB.10

Pa3buenue BupTyanabHON MHPPACTPYKTYpHI Ha
CerMeHThl  (CErMEHTHpPOBAaHHWE  BUPTYaJIbHOMN
UHPpACTpYyKTYyphl) st 00pabOTKU WHOpMAIU
OTZIETLHBIM TMOJIb30BaTENeM U (WJIM) TPYIION
I10JIb30BaTENIEN

XII. 3ammra Texanaeckux cpeacts (3TC)

3TC.1

3ammra  wHQOpManUK,  0OpabaThIBaEMOM
TEXHUYECKUMHU CPEJCTBAMH, OT €€ YTEUKH II0
TEXHUYECKUM KaHaJlaM




3TC.2 Opranuzanusi KOHTPOJUPYEMOW 30HBI, B| + | + | +
npenenax KOTOPOW TOCTOSIHHO —Pa3MEIIaroTCs
CTallOHAPHBIE TEXHUYECKHE CpeICTBa,
obOpabaTeiBaroriiue WHGOPMAIUIO, U CPEACTBA
3amuThl  WHGOpPMAIMK, a TakkKe CpeicTBa
oOecrnieueHus PyHKIMOHUPOBAHUS

3TC.3 Kontpons u  ympaeinenue  pusmueckum| + | + | +
JIOCTYTIOM K TEXHUYECKUM CPEACTBaM, CpeACTBaM
3amuThl UHGOPMAINK, CPEICTBaM OOECTICYCHUS
(YHKIIMOHUPOBAHMS, a TaKXKE B TOMEIIEHUS U
COOpYXEHHs, B KOTOPBIX OHH YCTaHOBJICHBI,
UCKJTIOYAIOIINe HECaHKIMOHUPOBAHHBIN
dusznyeckuit JOCTyn K CpeacTBaM 00paboTKu
uHbOpMaIK, CPEJCTBAM 3aIIUTH HHPOPMAIIUHU U
cpeactBam  oOecriedeHus  (HYHKIMOHUPOBAHUS
UH(OOPMAIMOHHOW CHUCTEMbl W TOMEUICHUS |
COOPY’KEHHUSI, B KOTOPBIX OHU YCTaHOBJICHBI

3TC.4 Pazmetienune YCTPOMCTB BeIBOJA| + | + | +
(oTobpaxkenust) nHGOpPMAIIMU, UCKITIOYAIOIICE €€
HECAaHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5 3amnura oT BHEIIIHUX BO3/ICICTBUI +
(BO3nIEUCTBUI OKpYyXarouen cpenpbl,
HECTAOMJIBbHOCTH AIIEKTPOCHAOKEHUS,
KOHJIUIIMOHUPOBAHUSI U HMHBIX  BHEIIHUX
(dakTopoB)

XIII. 3amuTa nHPOPMALIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U
nepenaun aaHHbix (3UC)

3UC.1 Paznenenve B MHPOPMAIMOHHON CHCTEME + +
byHKIUH 50 yIpaBJIeHUIO
(aAMUHUCTPUPOBAHUIO) nH(OPMAITMOHHON

CHUCTEMOM, YINpPaBICHUIO (aAMUHUCTPUPOBAHUIO)
CUCTEeMOM 3amuThl WH(OpManud, (YHKIUH IO
obpaboTtke wHMOpPMAIIMM W UWHBIX (PYHKIUI
UH(GOPMAITMOHHON CHCTEMBI

3UC.2 [IpenoTBpanieHue 3aa€p>KKM WIH NPEPbIBAHUS
BBITIOJTHEHUS MIPOIIECCOB c BBICOKUM
MPUOPUTETOM CO CTOPOHBI MPOILIECCOB C HU3KUM
MPUOPUTETOM

31UC.3 OGecrieueHnne  3amuThl  WHPOpMamuu  OT| + - +




pPacKpbITHS, MOAW(PHUKAIIMA U  HaBS3bIBAHUS
(BBOJIa JIO’KHOM MHGOpPMALUK) MPU €€ Tepeaaye
(MOATOTOBKE K Tiepesade) MO KaHajiaM CBSI3H,
UMEIOIIUM BBIXOJT 3a MPEAETbl KOHTPOIUPYEMOM
30HBI, B TOM 4YHCJE€ OECIpPOBOAHBIM KaHajaM
CBSI3U

31UCA4

OOecnieueHne AOBEPEHHBIX KaHaja, MaplipyTa
MEXIy aIMHUHHCTPATOPOM, IIOJIb30BaTeieM U
cpeacTBaMu 3amuThl MHpOpManuu (PyHKIHSIMH
0€30IMacHOCTH CPENICTB 3alUThI HH(POPMAIIUN)

3UC.5

3anper HECaHKIMOHMPOBAHHOM  YyJaJCHHOU
aKTUBALlMU BUAEOKAMEpP, MHUKPO(OHOB M HHBIX
nepudepuiiHbIX  yCTPOMCTB, KOTOpPHIE MOTYT
aKTUBUPOBATHCS  YNAJIEHHO, W  OIOBEILICHHE
M0JIb30BaTeNNe 00 aKTUBALIUU TAaKUX YCTPONCTB

3UC.6

[lepenavya 1 KOHTPOJb IIEIOCTHOCTH aTPUOYTOB
0e30macHOCTH (METOK 0€30IaCHOCTH), CBSA3aHHBIX
¢ uadopmaie, npu odbmeHe HHPOpPMAIUEH C
WHBIMHA WH(OPMAIIMOHHBIMU CUCTEMaMHU

3UC.7

KoHTpoib CaHKIIMOHUPOBAHHOTO U
HCKJIIOUEHHE HECaHKIIMOHUPOBAHHOTO
MCIOIB30BAHNS TEXHOJIOIMH MOOMIBLHOIO KOJa, B
TOM YHCJIC PETHCTpAIUs COOBITHH, CBS3aHHBIX C
HCIIOJIB30BAHUEM TEXHOJIOTMH MOOHMIBHOTO KOJa,
WX aHaIW3 W pearupoBaHWE Ha HaPYIICHUS,
CBA3aHHBIE C HCIIOJB30BAHHEM TEXHOJIOTHMH
MOOMJILHOT'O KOJIa

31C.8

KoHTpoibs CaHKIMOHUPOBAHHOI'O U
UCKJIFOYEHUE HECaHKLIHOHUPOBAHHOTO
VCIIOJIb30BaHUsl TEXHOJOTHMU IEepeladyd pPedu, B
TOM YHUCJI€ PETUCTPALMsI COOBITHI, CBSI3aHHBIX C
VCIIOJIb30BaHUEM TEXHOJIOTUH MEPENAYN PEUH, UX
aHalu3 W pearupoBaHUME Ha  HapYIICHWS,
CBSI3aHHBIE C  MCIOJIb30BAHUEM  TEXHOJIOIMH
nepeayu peun

3UC.9

KOHTpOIb CAaHKIIMOHUPOBAHHOW U UCKIIFOYEHNE

HECAaHKIIMOHUPOBAHHOU neperadn
BUJICOMHGOPMAIINM, B TOM YHCIIE PETUCTpaIus
COOBITHH, CBSI3aHHBIX C nepeaayden

BI/II[COI/IH(I)OpMaHI/II/I, HNX aHaJIM3 U pearupoOBaHHC




HAa HapylleHUs, CBSI3aHHBIE C  Tepenayei
BUJICOMH(POPMALINH

31C.10

[ToaTBepkeHNE TPOUCXOXKIEHUS HUCTOYHUKA
uHdopmaluu,  MoJiydyaeMol B Mpolecce
OTpeNeTIeHUs] CETEBbIX aJPEecOB IO CETEBbIM
UMEHaM WJIM OIpEACNICHUs] CETEeBBbIX HMMEH 10
CETEBBbIM aJipecam

3UC.11

OO6ecneuenue IO UIMHHOCTH CETEBBIX
COEMHEHUM (CeaHCOB B3aMMOJICHCTBHUS), B TOM
ypciae JUIS  3alldThl  OT IIOJMEHBI CETEBBIX
YCTPOMCTB 1 CEPBHUCOB

31C.12

HckntoueHue BO3MO>KHOCTH OTpHULIAHUS
noJsib3oBaTesnieM (akra OTHIpPaBKU HHOOpMAIUU
JIPYroMy MOJIb30BATENIO

31C.13

HckmoueHne  BO3MOXKHOCTH — OTPHILIAHUSA
noJyib30BareneM (akrta MOJIydeHHUs HHPOpMAIUH
OT JPYTOro MoJb30BaTENs

31C.14

Hcnonp30BaHne yCTPOWCTB TEPMHUHAIBHOTO
noctyna st 00paboTku uHpopmanuu

3UC.15

3ammTa apXuWBHBIX  (aiiioB, MapaMeTpoB
HACTPOWKU CPENCTB 3allUThl MHPOPMALUU U
IPOTPaMMHOT0 0OecrieueHHsI U UHBIX JaHHBIX, HE
MOJIJIeKALTNX U3MEHEHUIO B Ipoliecce 00paboTKu
uHbOopMaIuu

3UC.16

BroisBnenne, aHanu3z u  OJIOKUpOBAaHUE B
UH(OPMAIIMOHHOW CHUCTEME CKPBITBIX KaHAJOB
nepenayn MHGopmManuu B 00X0J] peaii30BaHHBIX
Mep  3amMThl  MHPOPMAUMU WIM  BHYTPH
pa3penIeHHbIX CETEBBIX MPOTOKOJIOB

3UC.17

Pa3buenne wuHpOpMAMOHHOM CHUCTEMBI Ha
CEerMeHThl (CerMeHTUpOBaHHE HHGPOPMAIIMOHHON
CUCTEMbI) M OOecreYeHue 3alUThl MEePUMETPOB
CEerMeHTOB MH(GOPMALIMOHHON CUCTEMBI

3UC.18

ObecnieueHre  3arpy3kd M UCIHOJIHEHUS
NpPOrpaMMHOr0  OOecreyeHusT C  MAalIMHHBIX
HOcHUTeNed MHGOPMALIMH, JOCTYIHBIX TOJIBKO JIJIS
YTEHHUs, M KOHTPOJIb LIEJIOCTHOCTH JIAHHOTO
IPOrpaMMHOTr0 00ecrieYeHus!




31C.19

N3onsuus MIPOLIECCOB (BBITIOJTHEHUE
porpamMm) B BbIJIETIEHHOM 001acTH MaMsITH

31C.20

3amura 0ecrpOBOAHBIX COEIMHEHUH,
MPUMEHSEMBIX B UHPOPMALIMOHHOM crCcTEMe

31C.21

HcximoueHne  gocTyma — IONb30BaTens K
uHbopMalliy,  BO3HHUKIIEH B  pe3yibTaTe
JNEUCTBUM NPEABIAYLIErO IOJIB30BATENS 4YEpeE3
peecTpsl, ONEpPAaTUBHYIO  IAaMsTh, BHEIIHHE
3allOMUHAIONINE YCTPOMCTBA U HMHBbIE O0LIUE IS
[0JIb30BaTENEe  pecypchl  MH(POPMAIMOHHON
CUCTEMBI

31C.22

3amuTta UHPOPMAIIMOHHON CHCTEMBI OT YIpo3
Oe3onacHocTH WH(GOpMAIMKM, HANpaBIECHHBIX Ha
OTKa3 B  OO0CIyXMBaHUU HMHGPOPMALIMOHHON
CUCTEMBI

31C.23

3ammra mepumerpa (pusmyeckux W (WUIN)
JIOTUYECKUX TPaHUIl) HHPOPMAIIMOHHON CHCTEMBI
npu ee B3aMMO/ICHCTBUH C WHBIMU
UHGOPMAITMOHHBIMHU CUCTEMaMHU U
WH(POPMAIMOHHO-TEIEKOMMYHHKAITTOHHBIMH
CeTSIMU

31C.24

[IpekpailieHre CETEeBBIX COEAMHEHUN MO HX
3aBEpPUICHUM WM [0 HCTEUCHHH 3aJJaHHOTO
onepaTopoM BPEMEHHOTO WHTEpBAJIA
HEAaKTUBHOCTH CETEBOI'O COECINMHEHUS

3UC.25

Hcnonp3oBanne B MHPOPMAIIMOHHON CHCTEME
WIM €€  CerMeHTaX  pa3jduyYHbIX  THUIIOB
0OLIECUCTEMHOTO, MPUKIIAJAHOTO U CIEHaIBLHOTO
IPOTPaMMHOTO obecrnieueHus (co3nanue
reTepOreHHON Cpe/ibl)

31C.26

Hcrionp30BaHre MPUKIIATHOTO U CIEIAATBLHOTO
MPOrPaMMHOTO oOecrieueHus, UMEIOIIUX
BO3MOXXHOCTh (DYHKITMOHHPOBAaHHUS B Cpeaax
Pa3TUYHBIX OTEPAIMOHHBIX CHCTEM

3UC.27

Coznanue (aOMyTsLIHS) JIOKHBIX
WH(OPMAITMOHHBIX CUCTEM WJIM WX KOMIIOHEHTOB,
peTHa3HAYCHHBIX TUTST oOHapyKeHHSI,

pEerucTpauuy M aHainu3a JEUCTBUM HAPYLIUTENEH
B IIpOLECCEe pealn3aluu yrpo3 0e30MacHOCTH




uHpopmaruu

3UC.28 BocnpousBenenne JOXKHBIX U (WJIH) CKPBITHE
MCTUHHBIX OTJIENbHBIX UH(OPMAaIIMOHHBIX
TEXHOJIOTUH u (vn) CTPYKTYpPHO-
(GyHKIMOHATBHBIX XapaKTEPUCTUK
MH(OPMAIMOHHOW CHUCTEMBbI WM €€ CETMEHTOB,
oOecrieunBaroliee HaBA3bIBAHUE HAPYILIUTENIO
JO)KHOTO  TpEACTaBiIeHUss 00  UCTUHHBIX
UHPOPMAIIMOHHBIX  TEXHOJOTHSX U (WJIH)
CTPYKTYpPHO-(PYHKIIMOHANBHBIX XapaKTEPUCTHKAX
UH(GOPMAITMOHHON CHCTEMBI

3UC.29 [lepeBos MHPOPMAITMOHHON CHUCTEMBI WUJIU €€
YCTPOUCTB (KOMITOHEHTOB) B 3apaHee
ONPEICIICHHYIO KOH(UTrypanmro,

o0OecreynBarONIyl0  3amuTy UHbOpMaluu, B
Clly4yae BO3HHUKHOBEHHMHM OTKa30B (cOoeB) B
cucremMe 3aIUTHI uHbOopMaIuu
UH(GOPMAITMOHHON CHCTEMBI

31C.30 3ammTa MOOWIBHBIX TEXHMYECKHUX CPEACTB,| + + +
MPUMEHSEMBIX B HHPOPMAIIMOHHOW CHCTEME

"+'" - Mepa 3amuThl MH(GOpPMAIMU BKIIOYEHa B 0a30BbIA HaboOp Mep s
COOTBETCTBYIOIIETO Kjacca 3alU[UIIEHHOCTH HH()OPMAIIMOHHONW CUCTEMBI.

Meps! 3amuTel UHGOPMAIUK, HE 0003HAYEHHBIE 3HAKOM "+, PUMEHSIOTCA
Ipu ajantanuu 0a3oBoro Habopa Mep M YTOYHEHHUU alalTUPOBAHHOTO 0a30BOTO
Habopa Mep, a Takke TMpu pa3paboTKe KOMICHCUPYIOMUX MEp 3allUThI
uHbpopMaluu B  MHPOPMAIMOHHOM CHCTEME COOTBETCTBYIOILEIO  Kjacca
3alUIIEHHOCTH.
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